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Abstract: This thesis explores the Federal Government's role and prospects for
combating illegal file-sharing by examining the problem from a classic three prong
approach: technology development, enforcement, and ethics reform through education.
Original survey data was used to assess the current state of the problem, and the analytic
hierarchy process was used to examine the current state of technology development. The
thesis concludes with policy recommendations for government action. The author found
that enforcement is the most effective method of lowering the music, movie, and software
file-sharing rates.
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1.0 Introduction
In 2004 the Business Software Alliance (BSA) reported that world-wide losses
due to software piracy was $29 billion and the United States alone contributed $6.5
billion to those loses (Business Software Alliance, 2004). The Recording Industry
Association ofAmerica (RIAA) defines piracy as "the illegal duplication and distribution
of sound
recordings"
(Recording Industry Association ofAmerica, 2003). We can expand
upon this definition to include all illegal file-sharing giving us this working definition:
the illegal acquisition, duplication or distribution ofmusic, software, or movies via
computer networks or media. Illegal file-sharing is typically conducted through peer-to-
peer (P2P) networks where files are shared among individuals and among groups of
people. The users connect to one or more of dozens ofP2P networks by using various
software packages, also known as clients, which are designed to facilitate illegal
file-
sharing; these clients are readily available for no cost on hundreds ofwebsites maintained
via ISPs and nodes throughout the world. After using the P2P client to connect, the user
searches for what he/she wants and downloads the desired file(s) from another computer
using the same P2P client. There are numerous P2P clients available for download, but
some of the more popular ones are Bit Torrent, LimeWire, eDonkey and Direct Connect.
One of the largest distributors ofP2P clients is download.com. This website
provides thousands of software programs for purchase or for free. In order to upload a
software program onto download.com, the user only needs to fill out a form on the
website and pay a storage fee. Due to the simplicity of this distribution method, P2P
software companies have taken advantage of the site. In fact, during the week starting on
September
13th
2004, over 440,000 copies ofLimeWire and 240,000 copies of eDonkey
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were downloaded from download.com. Download.com also provides statistics on the
total downloads for both LimeWire and eDonkey. In total, over 26 million copies of
LimeWire have been downloaded since its release in 2001 and an additional 720,000
copies of eDonkey have been downloaded since early 2004. While these numbers are
high, they are not inconsistent with the RIAA estimates of P2P activity.
The RIAA has estimated that each year "the [music] industry loses about $4.2
billion to piracy
worldwide"
(Recording Industry Association ofAmerica, 2003). In
addition, the Motion Picture Association ofAmerica (MPAA), "estimate that the U.S.
motion picture industry losses in excess of $3 billion annually in potential worldwide
revenue due to
piracy"
(Motion Picture Association ofAmerica, 2003). Even though the
losses are significant amounts ofmoney, the method used by the RIAA, BSA, and
MPAA are flawed because they assume that every unit lost to piracy is a lost sale.
However, even if the losses aren't as great as they state, the government should intervene
through various policy responses. This has proven difficult due to the counter-beliefby
most college students in the United States, as the data will demonstrate that illegal file-
sharing is acceptable.
Illegal file-sharing represents a form of copyright infringement as defined by the
United States Constitution and multiple laws past since 1980. Copyright law was
originally developed as a legal concept in 1710 by England's Statute ofAnne and in the
United States, copyright protection was written into the Constitution and the first
copyright law was enacted in 1790 (McQuade, 2005). Today, the Copyright Act of 1976
is the basis for copyright law and enforcement and multiple laws have been enacted that
amend this law including; the Computer Software Act of 1980, the Semiconductor Chip
Protection Act of 1984, the Audio Home Recording Act of 1992, the No Electronic Theft
Act of 1 997, the Digital Millennium Copyright Act of 1 998 and most recently the Family
Entertainment and Copyright Act of 2005.
The laws specifically relating to illegal music, movie, and software file-sharing
include the No Electronic Theft Act of 1997 (the NET Act), the Digital Millennium
Copyright Act of 1998 (DMCA), and the Family Entertainment and Copyright Act of
2005. These laws fill in the gaps present in the Copy Right Law's of 1976 and 1982 by
providing specific protections for digital media such as music, movies and software. The
DMCA made several acts criminal that previously were not, for example: the
circumvention of anti-piracy measures built into most commercial software and the
manufacturing, selling, or distribution of code-cracking devices to illegally copy software
are now illegal acts. (UCLA Online Institute for Cyberspace Law and Policy, 2000a) The
NET Act was viewed as "closing a loophole in criminal law. Under the old statutory
scheme, people who intentionally distributed copies of software over the Internet did not
face criminal penalties if they did not profit from their
actions"
(UCLA Online Institute
for Cyberspace Law and Policy, 2000b). The NET Act provided penalties for those
people who did not profit from distributing copies of software over the Internet. Most
recently, the Family Entertainment and Copyright Act of 2005 provides copyright
protection to unreleased, zero-day, movies or music. The law makes it illegal to post
zero-daymovies or music in a shared file on a P2P network with punishments of up to 10
years in prison.
By passing laws such as these, the government makes it apparent that it should
have a role in combating illegal file-sharing. The government is the only entity with the
ability to enforce and create laws, and due to the illegal nature of these activities, the
government can get involved in combating illegal file-sharing. Additionally, technology
has created an "information
commons"
which the private sector cannot properly manage,
thus causing a need for government intervention.
There are three things the government has historically done to combat criminal
behaviors: technology development, education, and enforcement of the laws. This
approach is consistent with the three-prong approach for combating illegal file-sharing
advocated by Cary Sherman, President of the RIAA in 2001: technology development,
ethics reform through education, and enforcement. (Sherman, 2001)
The purpose of the thesis is to explore the ways in which the government should
be involved in combating illegal file-sharing. This document will provide masters level
research beginning with a literature review on the history of file-sharing, a thorough
discussion of the three-prong approach, and concluding with a discussion of the policy
gaps and policy recommendations.
2.0 Literature Review
2.1 History of File-sharing
The earliest form of file-sharing was software piracy in which software programs
would be exchanged among friends, colleagues, and family. Many of the author's
generation conducted in this early form of file-sharing ignorant of copyright laws and
regulations. Software piracy was easily accomplished during this time period due to
minimal anti-piracy protections. This method of piracy required only a blank floppy disk
and an original copy of the program. Illegal
file-
sharing has evolved significantly since
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the time of exchanging floppy disks, and the following discussion will briefly discuss the
history of file-sharing since 1990.
The popularization of the Internet in the early 1990s brought about new and
innovative ways for illegal file-sharing. The early 1990s saw the emergence of
file-
sharing through file transfer protocol (FTP). This allowed for the distribution of files to
anybody who knew the Internet address and login information of the FTP server (Myoga
et al., 2002). This limited the distribution of files to a large number ofpeople due to login
and password restrictions. However, the limited distribution of file-sharing did not last
long. Between 1995 and 1999 several new forms of illegal file-sharing began to emerge
along with the evolution ofFTP, including web site distribution and Internet relay chat
(IRC). Website distribution allowed Internet users to visit specific websites to upload and
download software programs (Myoga et al., 2002). IRC began as an Internet chat
program but parts of the community developed versions of the software that allowed for
the distribution of electronic files. IRC was limited in its popularity in the early years due
to its complexity, but found niches of interest among college students and other
technically savvy people. Beginning in 1999, file-sharing on the Internet became popular
with the introduction ofNapster.
"In 1999, teenager Shawn Farming's Napster software revolutionized the concept
of distribution ofmusic over the
Internet"
(Napster.com, 2004). The program allowed
users to share their own music with other users through a simple interface, not seen in
previous programs. Users simply needed to type in the name of the song, author, or
album and Napster would search other
users'
shared folders for a matching song(s),
returning the results to the requester. Napster's simplicity and defiance of the recording
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industry attracted a massive user-base with a reported 350 million songs swapped over
Napster at the end of its life, (audiomelody.com, 2004) Napster became much more than
a simple software program; it became a company that benefited financially from illegal
activities through advertising. From 1999 until 2002, Napster was the most popular client
for music file-sharing. "In February 2001, [US District Court Chief Judge Marilyn Hall
Patel from the Northern District ofCalifornia] ruled that Napster had to stop the
distribution of copyright material through its
network"
(McManus, 2003). This forced
Napster to block the distribution of specific songs. The RIAA took further action asking
Judge Marilyn Hall Patel to close down Napster due to their belief that Napster was not
complying with the order to install filters. "In July 2001, [ChiefJudge Marilyn Hall




During the late 1990s and early 2000s, several other companies with software
clients emerged that allowed for the illegal distribution ofmusic, movies, and software.
Several of these packages included IMesh, Gnutella, BearShare, and most recently
BitTorrent. Distribution through these programs included music, full-length movies, and
software. The technological, legal, and attitudinal climates in the United States have
changed since the 1990s and early 2000s with college students beginning to realize file-
sharing is illegal, the RIAA suing perpetrators monthly, and with policy makers starting
to realize there is a problem in need of a policy solution. So, where do we find ourselves
today, and what are the challenges we currently face in combating illegal file-sharing?
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2.2 Contemporary State of Affairs and Challenges to Public Policy
Today we find ourselves at a very different point in regards to combating file-
sharing. In fact, there are eight things the government can do to combat illegal file-
sharing and computer crime in general. The first thing governments can do is to create
climates which align both the public and private sectors to address and solve problems.
Second, the government can survey the problem by informing the public about societal
problems. Due to government interest, surveying may also entice interested stakeholders
to offer assistance with the issue. Third, governments can link and coordinate resources
and capabilities to solve societal problems. This includes responding to criminal issues by
involving individuals groups or agencies who possess different expertise, skills and
abilities. Fourth, the government can fill knowledge gaps by providing assistance in areas
that private and non-profit sectors cannot address.
Fifth, the government can provide assistance by supporting research and
development and by providing information about the nature and extent of the issue and
about their ongoing initiatives. Sixth, the government can provide incentives to
organizations to promote changes in organizational policies and to promote technology
adoption. Seventh, governments can provide monetary and technical assistance resources
to organizations for training and professional development. Finally, the government can
create and enforce laws and regulations. (McQuade, 2005)
This section examines the steps that have been taken to improve the music,
movie, and software industries ability to combat illegal file-sharing using concepts
derived from the steps described above. The current state of affair and challenges to
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public policy to combat illegal file-sharing are described through technology
development, enforcement, and education.
2.2.1 Technology
In the United States, there are currently two types of technologies in development
for combating illegal file-sharing. First, distributive technology provides a safe and
secure way to distribute legal files. These applications are generally developed by
companies (i.e. iTunes, Napster, etc.) to distribute their product to the general public.
Second, preventative technologies preclude user's illegal file-sharing.
Preventative technologies can be divided into three distinct functional categories
based upon how they operate: in-line, out-of-line, and scanning. An in-line preventative
technology is located between the user and the company's point-of-presence (POP)
which is typically a router or a firewall that separates the company's internal network
from the Internet. Due to the device residing between the user and the POP, there is
typically a decrease in network performance attributed to the traffic passing through these
devices. An out-of-line product resides somewhere outside of the path ofnetwork traffic,
usually attached to the POP, usually a router or firewall. Typically out-of-line products
have a minimal impact upon network traffic as these technologies scan the traffic as it
passes by a device instead of as the traffic passes through the device. The third type of
preventative devices are scanning devices which can reside anywhere on an
organization's network. When the device is in operation, there can be a slight to moderate
effect on network performance due to the traffic the device creates while scanning the
computers on the network for infringing traffic or computer programs. While the impact
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on network performance is important when choosing a network device, it is unimportant
to policy makers in general.
Following an extensive review of computer magazines and computer related
websites, the author found nine companies that produce P2P preventing technologies.
Chart 2.1 below shows these technologies segmented by functional category:
Product Vendor Website
Out-of-Line
NetSpective P2P Filter Verso Technologies www.verso.com
L7 Enforcer Akonix www.akonix.com
IM Filter SurfControl www.surfcontrol.com
ProceraWatch Procera Networks www.proceranetworks.com
ProxySG 8000-3 Blue Coat www.bluecoat.com
In-Line
Flow/Director 3.0 Pancho Networks www.panchonetworks.com
eSafe 4 Aladdin www.aladdin.com
Content Security Manager 2100CF SonicWALL www.sonicwall.com
Scanning
DynaComm i:Scan FutureSoft www.dciseries.com
Chart 2.1: P2P preventative technologies.
With more available out-of-line products than in-line and scanning technologies,
consumers may have a preference for out-of-line products. The technologies listed were
selected based on two criteria: their ability to function independent of other products
made by the same company and the products focus on P2P blocking. For instance,
SurfControl's IM Filter is a stand alone device whose primary purpose is controlling P2P
and IM traffic.
Funding for technology development is coming from the business sector and not
from government sources. Additionally, due to the number of technologies available it
appears that government funding is not needed for technology development. However,
recall that the government can do several other things to address criminal justice issues
such as providing technical assistance through resource allocation, and filling knowledge
gaps. While research and development funding is not needed and with several developed
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products on the market, and without a definitive right choice, it may be necessary to
provide technical assistance to assist government agencies, universities, or businesses to
help them decide which technology best fits their needs. This thesis addresses this issue
through development of a technology choice model which helps these organizations
choose the technology that is appropriate for them.
2.2.2 Enforcement
Enforcement includes litigation, enforcement of the laws and creation ofnew
laws. Recently, the enforcement aspect of combating illegal file-sharing has been
increasing and has also been the most visible to the general public ranging from RIAA
civil lawsuits to the criminal convictions ofTrowbridge and Chicoine and the various
operations conducted by the Department of Justice including Operation Buccaneer and
Operation Bandwidth. In the field of criminology, deterrence theory is used most to
justify increased action in the law enforcement community. "According to deterrence
theory, if the probability of arrest, conviction, and sanctioning increases, crime rates
should
decline"
(Siegel, 2000). Thus if there is an increase in the perception of the
likelihood ofbeing caught or a perception of severe punishment, then the offending
behavior should decrease in frequency. Enforcement of the existing laws is currently
conducted by two parties, the public in the form of criminal lawsuits and private sector in
the form of civil lawsuits.
In the public sector, enforcement of existing laws has been an ongoing process.
Both civil and criminal cases have been brought in front of the courts. For example, The
RIAA has been civilly suing thousands of individuals for their involvement in illegal file-
sharing. Since April 3 2003, almost on a monthly basis, 10,000 individuals have been
14
sued by the RIAA in civil court. Most of these individuals were sued because they were
distributing illegal music files on P2P networks such as eDonkey, Kazaa, and Gnutella.
To catch these file-sharers, the RIAA has developed software programs that track down
file-sharers with the most music files available for download. In addition to private
organizations, federal agencies such as the Federal Bureau of Investigation (FBI) have
been involved in tracking down and arresting suspected file sharers includingWilliam
Trowbridge andMichael Chicoine.
The first month of 2005 marked a landmark trial where the Department of Justice




and Michael Chicoine "pleaded guilty to one count of conspiracy to commit felony
copyright infringement . . . [and] . . . pleaded guilty to acting for commercial
advantage."
(BBC, 2005) Trowbridge and Chicoine were members of a piracy group called the
Underground Network, where members shared a minimum of 1 gigabyte up to 100
gigabytes ofpirated software, games, music, and movies. They are currently awaiting
sentencing on April 29th, 2005 and face punishments ofup to $250,000 and/or 5 years in
prison. However, as of the date on this thesis the sentencing ofTrowbridge and Chicoine
has not occurred.
The second criminal conviction in the United States, Parvin Dhaliwal, was
sentenced to jail on March 17th, 2005 for illegally downloading and selling music. In a
deal struck with prosecutors Dhaliwal, who was 1 7 when he committed these crimes,
received a three-month suspended jail sentence, was required to complete 200 hours of
community service, fined $5,400, and required to take a course at the University of
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Arizona on copyright issues and laws. (McQuade, 2005). He was additionally given three
years ofprobation and ordered not to use P2P file-sharing applications.
The private sector has also been actively involved in enforcement outside of the
lawsuits previously mentioned. In 2004, the RIAA hired a team of ex-police officers to
crack down on piracy rings. This team was involved in an incident early in 2004 where
they placed several people accused of selling copied music files in a general marketplace
under citizens arrest (Sullivan, 2004).
2.2.3 Education
The use of education to combat illegal file-sharing comes in the form of ethics
reform. Illegal file-sharing is an inherently unethical behavior because it is a form of
stealing. This generalization can be made from the above discussion about copyright laws
and the history of file-sharing. The first collegiate computer ethics course was developed
byWalter Maner in the 1970s which focused on developmental and artificial intelligence
questions (Bynum, 2001). Since then much has changed in the field of computer ethics
research and education with the focus on illegal behaviors online including illegal file-
sharing. In fact, several studies have been conducted on illegal file-sharing since 1989
and those are shown in Appendix A. The Federal Government however, has taken little
interest in developing computer ethics programs, and has only provided five grants and
one program that focus on computer or technology ethics through the National Science
Foundation (NSF). In fact, it is possible that the government provided grants to explore
computer ethics due to the lack of credible research conducted in the 1970s and 1980s
and then again to the lack of quality research conducted throughout the 1990s.
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The most direct action taken by the government in computer ethics education was
in 1994 when the NSF funded the ImpactCS Project. This project was designed to
explore different methods of teaching computer science students proper computer ethics
(Martin & Weltz, 1999). Findings from this showed a capstone ethics course was not as
effective as an integrated approach where computer ethics is taught throughout the
program of study. However, since then, the grant solicitations have focused on increasing
the knowledge base in computer ethics instead of developing a standard for computer
ethics education across all subjects.
In 2003, the NSF released three grant solicitations relating to computer ethics
education. The first was entitled "Societal Dimensions ofEngineering, Science and
Technology"
that sought proposals that to explore methods of conducting ethical research
in the digital age, among other topics (National Science Foundation, 2003c). The second
solicitation was entitled "Digital Society and
Technologies"
which provided funding for
projects exploring the nexus of society and technology(National Science Foundation,
2003a). The third solicitation was entitled "Information TechnologyWorkforce
(ITW)"
which focused on the under-representation ofwomen and minorities in the IT workforce
(National Science Foundation, 2003b). Each of these solicitations provided for the
exploration of computer ethics education, provided the exploration was in the context set
by the solicitation.
More recently, in 2004, the NSF released two grant solicitations focusing on
science and technology ethics education. These solicitations each specified the possible
opportunity for funding computer ethics education. The first was entitled "Ethics
Education in Science and
Engineering"
and this program would consider "proposals for
-17
research and educational projects to improve ethics education in all of the fields of
science and engineering that NSF
supports"
(National Science Foundation, 2004b)
including computer and information systems. The second grant solicitation released in
2004 was entitled "Cyber
Trust"
which focused on promoting "a vision of a society in
which networked computer systems are: more predictable, more accountable, and less
vulnerable to attack and abuse; developed, configured, operated and evaluated by a well-
trained and diverse workforce; and used by a public educated in their secure and ethical
operation"
(National Science Foundation, 2004a). These grant solicitations focus on the
further education of technology specialists and have provisions written into them that
allow for grant proposals focusing on computer ethics education to receive funding.
While the Federal Government has been somewhat proactive on their stance
toward computer ethics education, states and foreign countries have been more proactive
in their stance. For example, "in California, the State Assembly passed a resolution
condemning online piracy. Their proposed solution? Education about
digital property
rights"
(Kruger, 2003). This marks the first time that the state legislature has stepped in to
educate the public, especially students, on computer ethics. Foreign countries have also
implemented various policies surrounding teaching computer ethics. The Australian
government made "the teaching of ethics in computing programs [...] mandatory for
professional level accreditation of a tertiary [undergraduate]
degree"
(Staehr & Byrne,
2003). While examples like this are few, they provide an excellent example for how the
Federal Government should be viewing computer ethics education.
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2.3 Rationale for Policy Research
We now know what the government has been doing to combat illegal file-sharing,
and what other actions the government can take. However, why should the government
be involved in this process to begin with? The government has an obligation to protect all
members of society including individuals, small companies, and large corporations from
exploitation arising from market failures. A market failure occurs when markets do not
bring about economic efficiency that can be attributed to several variables including, but
not limited to, externalities, and inequality in value judgments. Ultimately, a market
failure cannot be fixed by the market in which it occurs and often needs intervention to
correct.
In the case of illegal file-sharing, government involvement needs to occur because
of two forms ofmarket failures; externalities and inequality in value judgments.
Externalities occur when property rights are ill defined or ignored all together, and an
inequality in value judgment arises when the public believes the prices of a particular
good should be lowered. For illegal file-sharers, they are ignoring property right
ownership of the goods in question, music, movies, and software, and some are valuing
their willingness to pay to zero, which is below the expected market value of these goods.
Government's solutions right now to this problem are ill defined and uncoordinated,
however, what we do know from this brief discussion is government involvement is
needed to correct this market failure, which as we have discussed is a continuing problem
despite self correcting action such as lawsuits
against file-sharers.
From this literature review, it can be seen that little has been done to combat
illegal file-sharing in the fields of technology development, enforcement and education.
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This is an exasperating problem that few know how to fully address, but is an area now
primed for policy research and analysis with the Federal Government's new focus on
computer crime and homeland security. Illegal file-sharers have been caught off guard by
this renewed and intense focus on computer crime and fail to see why. Additionally, the
government hasn't conducted proper research in the area and has decided that punishment
is the best way to stop computer users from file-sharing.
To properly explore illegal file-sharing there are several key attributes we need to
know about the population of file-sharers and several key issues that need to be explored
to better understand the problem. First we need to know who the file-sharers are in regard
to gender, computer experiences, educational level, and the level to which they file-share.
Second we need to explore several key issues such as how the likelihood ofbeing caught
and the severity ofpunishment affect the file-sharing rates, how computer ethics
education affects the rates, and how parental supervision affects the rates. This study
explores these key attributes and policy issues by providing specific recommendations in
the areas of education, technology development, and enforcement to provide a
comprehensive list ofnecessary actions. Hence, the primary research question: What
more can the Federal Government do to combat illegal file-sharing?
3.0Methodology
To answer the primary research question, the author followed a three step
research outline. The first step in the research process was to analyze data from the 2004
RIT Computer Use and Ethics Survey. This survey was first developed by Dr. Sam
McQuade and Dr. Tom Castellano ofThe RIT Department ofCriminal Justice, with
assistance from three graduate research assistants, including the author. Data from the
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surveywere used to confirm the nature and extent of the file-sharing problem among
college students who are believed to be the worst offenders. These data also provided
insight into the nature and patterns of illegal file-sharing behaviors, thus providing a
terrific foundation for hypothesis testing pertinent to the problem of illegal music, movie,
and software P2P file-sharing.
3.1 Survey Development
The survey was initially designed based on the survey team's experiences and
education and later incorporated elements ofpreviously administered computer ethics
surveys. Even though we consulted each of the studies listed in the matrix in Appendix
A, we focused on development of the survey based on two specific studies because of
their focus on criminological theory. The first study we consulted was conducted by
Hollinger in 1989. This study asked college students, in five different colleges, about
their unethical use of computers. The instrument consisted of 12 questions, but most were
demographic and only two asked about illegal computer behavior;
"Since the beginning of the Fall Semester 1989 [the current
semester], about how many times did you do each of the
following?
Received or gave a "pirated copy of commercially sold
computer software to someone else.




Including these computer behaviors Hollinger used, we explored additional
behaviors and expanded the scope of the study to include all colleges at RIT. The second
study we explored was by Skinner and Fream (1997). Based on
Hollinger'
s research, this
study used a similar sample of students in the colleges ofBusiness and Economics, Arts
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and Sciences, and Engineering. This study asked about five different categories of
computer behaviors;
"(1) knowingly used, made or game to another person a
"pirated"
copy of
commercially sold computer software; (2) tried to guess another's
password to get into his or her computer account or files; (3) accessed
another's computer account or files without his or her knowledge or
permission just to look at the information or files; (4) added, deleted,
changed, or printed any information in another's computer files without
the owner's knowledge or permission, and (5) wrote or used a program




While we used these studies as a basis for our study, we expanded upon both of
the
studies'
methodologies, sample range, ethical dimensions, and number and type of
questions to include twenty computing behaviors, covering file-sharing, credit card theft,
academic cheating, spam, disclosure of security flaws, disrupting computer services,
virus writing, password guessing/sharing/theft, and online harassment and
threats.1
In
addition to asking questions exploring social learning theory, like Skinner and Fream 's
study, we asked respondents a series of questions revolving around social process theory
and social conflict theory. This was accomplished by asking students about perceptions,
behaviors, and past victimization.
After developing the draft survey instrument it was pre-tested on 65
undergraduate students in Dr. McQuade's Computer Crime course after which minor
'
These are condensed versions of the types ofbehaviors we explored. Please see Appendix B: Section F
for a full list of the behaviors (questions 66 through 85).
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changes to the aesthetics and wording of the survey were made. The survey was given to
RIT's Institutional Review Board (IRB) for formal approval and subsequently
administered to a randomly selected group of general education courses taught during the
Winter Quarter of 2004 at RIT2.
3.2 Sample Design and Survey Management
Approximately 2000 selected courses were input into an Excel spreadsheet and
separated into two different categories: Large course size (50 students or more), and
Small course size (49 students or less); Each course was given a unique ID number; 0 to
35 for large course sizes, 1000 to 2591 for small course sizes.
Once the courses were separated and labeled, the author created the first of three
50 course samples. Courses were chosen by using the RAND function in Excel and if a
number was generated that was already selected, it was recorded and a new number was
generated. Following completion of the sample, the author provided instructor and course
information to Dr. McQuade to schedule times and dates to administer the survey.
Eventually, the author generated two more samples of 50 courses. In total, 137 courses
were selected, 1 3 courses were eliminated due to unavailable instructor information or
unavailable course
information.3
Following confirmation from an instructor, the
students4
trained in survey
administration signed up for times they were able to administer the survey. These
students then picked up the appropriate number ofnumbered surveys from Dr. McQuade
2
We eliminated all the following types of courses: major specific, physical education, all NTID only
courses, all year level courses, courses with less than 10 students and all zero credit hour courses. Reducing
the population from 3458 course listings to 1593.
3
Note that not all of the instructors of these courses agreed to participate in the study.
4
The students were part of Security Practices and Research Student Association (SPARSA) which
researches information security issues.
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and promptly returned them following administration of the survey. In total over 20
students were involved in this process and all surveys were returned.
3.3 Data Input and Cleaning
Soon after the first completed surveys were returned the data was input into the
SPSS template. The template closely resembled the format the survey and coding
techniques that matched the questions in the survey. Before the first data input session,
the author and several senior SPARSA students tested the templates robustness by
entering in the first 65 completed surveys. The template needed minor adjustments
throughout this process including changing field lengths, data types, and coding methods.
Following the first data entry session, the author trained members ofSPARSA how to
enter data into the template. Once half of the surveys were completed, investigators had
the first of two huge data input sessions. Approximately 15 SPARSA members, including
the author, spent two weekend days inputting data from the surveys into SPSS. The
second data input session took place once all of the surveys were completed. In total, 873
surveys were entered into SPSS.
Following each data input session; the author compiled all of the templates from
each person, combined them into a single master template, and cleaned the data. The
cleaning process was done to make sure each value in a column matched the designated
coding for the question, and that the data matched up with the appropriate column. If an
entry was incorrectly entered, the author found the corresponding survey, by a unique ID
number, and re-input the entire survey. After the basic cleaning process, the master
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survey template was given to Dr. McQuade and Dr. Castellano for further cleaning. The
data was then ready to be
analyzed.5
3.4 Hypothesis Testing
As previously indicated in Section 2.3, several key issues merit analysis and those
are discussed in detail here. To aid in the analysis of the study, the author developed four
sets ofhypotheses each exploring three forms of piracy: movie, music, and software. The
first set ofhypotheses examines the relationship between students with computer ethics
training and music, movie and software file-sharing. These are intended to test whether
ethics training has a negative impact on piracy, showing a need for more students to take
courses in computer ethics.
1.1 Ho: Students with computer ethics education engage in more music
piracy.
Hi: Students with no computer ethics education engage in less
music piracy.
1 .2 Ho: Students with computer ethics education engage in more movie
piracy.
H2: Students with no computer ethics education engage in less
movie piracy.
1.3 Ho: Students with computer ethics education engage in more
software piracy.
H3: Students with no computer ethics education engage in less
software piracy.
The second set of hypotheses examines the relationship between the perceived
likelihood being caught while conducting software, music, and movie file-sharing and the
effect that perception has on each of the three forms ofpiracy. Ifwe reject the null
5
Note: Additional cleaning was necessary when testing the hypotheses, this will be discussed in each of the
hypothesis findings sections.
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hypothesis, then the students believe the behavior is risky and they are likely to be
caught. However, ifwe fail to reject the null hypothesis, we can conclude that there isn't
a relationship between a perception ofbeing caught and piracy.
2.1 H0: Those who have a greater perception ofbeing caught pirate
more music.
H4: Those who have a greater perception of being caught pirate
less music.
2.2 Ho: Those who have a greater perception ofbeing caught pirate
more movies.
H5: Those who have a greater perception ofbeing caught pirate
fewer movies.
2.3 H0: Those who have a greater perception ofbeing caught pirate
more software.
H6: Those who have a greater perception ofbeing caught pirate
less software.
The third set ofhypotheses examines the relationship between the perceived level
ofpunishment received from software, music, and movie file-sharing and the effect that
perception has on each of the three forms ofpiracy. If the null hypothesis is rejected, then
in accordance with deterrence theory, a perceived punishment reduces piracy; however if
the null hypothesis is accepted, then the students do not view the punishment as a
deterrent for stopping the behavior.
3.1 Ho: Those who have a perception of severe punishment pirate more
music.
H7: Those who have a perception of severe punishment pirate less
music.
3.2 Ho: Those who have a perception of severe punishment pirate more
movies.
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Hs: Those who have a perception of severe punishment pirate fewer
movies.
3.3 Ho: Those who have a perception of severe punishment pirate more
software.
Hg: Those who have a perception of severe punishment pirate less
software.
The fourth set of hypotheses examines the relationship between the level of parental
supervision a student had as a child while using a computer and illegal file-sharing. If the
null hypothesis is rejected, then it will show that parental supervision of a child working
on a computer. I chose to use these hypotheses because there are a series of television
advertisements asking parents to watch their child's online activity and to supervise them.
If the null hypothesis is not rejected then it would show that parental supervision does not
affect the piracy rate later in life.
4.1 Ho: Students who had parental supervision while growing up pirate more
music.
Hi0: Students who had parental supervision while growing up pirate less
music.
4.2 Ho: Students who had parental supervision while growing up pirate more
movies.
Hu: Students who had parental supervision while growing up pirate fewer
movies.
4.3 Ho: Students who had parental supervision while growing up pirate more
software.
Hi2: Students who had parental supervision while growing up pirate less
software.
3.5 Analytic Hierarchy Process
The second method the author used to explore combating illegal file-sharing was
the Analytic Hierarchy Process (AHP). Initially the author was going to explore the
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prospects of the Federal Government funding technology development to combat illegal
file-sharing. However, through the literature review process, the author found an
abundance of technologies developed by the private sector for combating illegal file-
sharing. Therefore, the focus of the AHP analysis was on technology choice, specifically
the technologies discussed in Chart 2.1.
AHP was first developed by Thomas Saaty in the early 1970s, while he was
working at the Department ofDefense to help decision makers model complex problems
in a simple and natural way (Wasil & Golden, 2003). In years since its inception, AHP
has been used in two published studies exploring computer technology choice (Sarkis &
Sundarraj, 2001; Karlsson, Wohlin, & Regnell, 1998). This method provides a general
recommendation for which technology the government, private sector, and academia
should invest in to help combat illegal file-sharing and a recommendation for the
applicability of the model to computer choice decisions. The AHP matrix developed in
the listed surveys provide a look at what technologies are best given one criterion or
several and provides a graphical representation of the best choice.
3.5.1 Decision Criteria Selection
Model development began with the creation of the goal of the model: "Choose the
best P2P blocking product". The goal of this model is to show which technology best
meets the five criteria and three sub-criteria that are shown on the next page in Chart 3.1.
The criteria shown in Chart 3.1 were chosen based on the authors past experience
with technology procurement in the workplace. Additionally, the author consulted his
peers for assistance in developing decision criterion. After reaching consensus the
following criteria were agreed upon: price, network impact, effectiveness, compatibility,
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and versatility. The purpose of this model is to demonstrate that a technology choice
model can be used to aid in computer choice and to provide the reader with a relatively
good choice of technology. Following criterion development, the author explored the
technological options discovered though an extensive review of the literature.
Criteria Operationalized Definition
Price
Measures how much the technology costs overall
based on the three following sub-criteria:
Upfront
Measures how much the technology costs to
purchase. Includes just the cost of the technology.
Maintenance
Measures how much the technology costs to operate.
Includes annual subscription fees, technical support
costs, and other ongoing fees
Auxiliary
Measures how much support technologies cost in
addition to the upfront costs. Includes needed
computers and servers.
Network Impact
Measures how much of an impact the technology has
on the network performance. The impact will generally
be a small negative impact hardly detectable to the
end user; however the technology might also not have
an impact on the computer network.
Effectiveness
Measures the number of protocols the technology can
block and the accuracy of the blocking mechanisms.
Compatibility
Measures the ability of the technology to interact with
different network speeds, common network protocols,
and common network topologies. This is a yes or no
criteria, either the technology is compatible or it is not.
Versatility
Measures the number of useful features available with
the technology. This includes remote management,
customizable blocking scripts, and side features (port
blocking, web-site blocking, etc.).
Chart 3.1 : Criteria Definitions
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3.5.2 Technology Discovery and Data Collection
The technologies included in the model had to comply with two criteria:
independent functionality6, and P2P blocking focus7. Of the approximately 20
technologies the author found, only 8 of those met both criteria, as seen in Chart 2.1 in
the Literature Review. The technologies themselves were discovered through a multi-step
literature review beginning with a basic Internet search ofGoogle.com, followed by
exploring several trade magazines including Information SecurityMagazine.
With the decision criterion in mind, the author began the data collection process
for each technology chosen for inclusion in the model. The author used the available
literature from the vendor and also used available data from other established technology
oriented websites. The most glaring problem arising from this process was the lack of
pricing information, which was essential to the model.
To solve this issue, the author found it necessary to contact the vendor directly
either through email or through phone calls. When contacting the vendors, the author
explained who he was and what he needed from each contact. The author explained that
he was a student at a university of about 15,000 students and needed price quotes for each
for inclusion in a technology choice model in his thesis. However, the author rarely
received price quotes for 15,000 users, rather, the author received quotes ranging from
2000 to 1 5,000 users. To compensate for this, the author normalized the price data by
calculating the price per user for each
technology. This process also allowed the author to
ask clarification questions about the product literature.
6
This criterion narrows the field of technology by eliminating the technologies that do not function on their
own and require other technologies by the same vendor to operate. Note: the need for a server or computer
to operate does not meet the elimination criteria.
7
This criterion narrows the field to those technologies whose main focus is on P2P blocking. Technologies





Once the data was collected and the technologies chosen, the process ofmodel
building began. The first step was to assign weights to each of the criteria. This is done
using pairwise comparisons among the criteria, comparing each criterion to every other
criterion with respect to the goal. "Pairwise comparisons allow the analyst to focus on
only two criteria at a time, thereby translating a complex, multi-criteria problem into a
series ofpairwise
assessments"
(Winebrake & Creswick, 2001). This process would be
very tedious if done by hand, so the author used ExpertChoice 2000 which is an AHP
based program. Using ExpertChoice, the userweights the criteria based on an importance
scale of 1 to 9, 1 representing equal importance of the criteria, and 9 representing that one
criterion has an extreme importance over another. Diagram 3.1 below shows the criterion
pairwise comparison screen used in the authors analysis.
Compare the relative importance with respect to: Goal: Choose the best P2P blocking product
J Price Network Irnj Efiectivene Contpatibil Versatility
Price. 2.0 3.0 4.0 5.0






Diagram 3.1 : Pairwise Comparison
By examining the blue bars in the diagram, we can see that price is preferred over
all other criteria in the model, followed by network impact, effectiveness, compatibility,
and finally versatility. After conducting the pairwise comparisons on the criteria, the
author then conducted pairwise comparisons on the technologies with respect to each
criterion. For example, there was a pairwise comparison conducted on the technology
using network impact, as well as the other criterion. The findings from this comparison
will be discussed in Section 4.3
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3.6 Data Comparisons
Finally, the author compared and reconciled the survey data and the AHP model
to the material discussed in an extensive literature review. The analysis reveals what the
Federal Government can do to help combat illegal file-sharing specifically through
development and delivery of computer ethics education, through support for technology
research and development, and use by industry, and through enforcement.
4.0 Findings
This section of the thesis details the findings from the Computer Use and Ethics
Survey conducted at RIT and the findings from the P2P technology choice model the
author constructed. The findings will be provided and then thoroughly discussed
beginning with basic descriptives. Next, the findings will be discussed related to the
hypothesis testing, and the chapter will end with a discussion of the AHP model.
Following this chapter, policy recommendations are discussed based on the findings
discussed in this chapter.
4.1 Descriptives
This section ofChapter 4 details the sample population of the Computer Use and
Ethics Survey. The discussion will begin by providing the reader with detailed
demographic information on the sample population and then we will discuss the sample
population's general computer use ranging from childhood computer activities to current
computer activities. Following this discussion we will discuss the sample population's
computer attitudes and beliefs about music, movie, and software piracy, as well as their
attitudes on computer use in general. This section will conclude with a discussion of the
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sample population's self-reported computer behaviors, focusing primarily on their
deviant behaviors.
4.1.1 Demographics
As mentioned earlier, the survey was conducted at a private mid-sized technology
oriented university. The author, however, has not yet discussed the distribution of the
sample population. This section details the gender, college, age, and racial/ethnic
distribution of the sample
population.8
University totals are provided when available to
the reader for population to sample population comparisons.
Graph 4. 1 shows below, the sample population is made up predominately of male


















Graph 4, 1 : Gender distribution sample (n-805) v. RIT population data
We can also see that the survey sample population and the RfT population have
similar percentages ofmale and female students suggesting that the random sample
provided a good view of the institution. The survey sample has a slightly higher
percentage of male than female students by roughly 2 percent, thus suitable for analysis
and generalization to this population.
8
For a full list of the demographic questions please see Appendix B: Section L: Questions 159. 160, 161
and 164.
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RIT has the 8 following colleges: College of Applied Science and Technology,
CAST; the College of Business, COB; the Golisano College of Computing and
Information Systems, GCCIS; the College of Engineering, COE; Imaging Arts and
Sciences, IAS; Liberal Arts, LA; the National Technology Institute for the Deaf, NTID;











Graph 4.2: RIT and Survey sample (n= 797) college comparisons
Graph 4.2 shows that the distribution of the survey sample is a fairly good sample
of the RIT population. There are several colleges which were over-sampled, e.g. GCCIS,
and some that were under-sampled, e.g. CAST. Additionally, over half of RIT's
population, 57.8 percent, is in technically oriented colleges; CAST, GCCIS, and COE.
The same statement can be said for the sample population as well, 53.7% of the sample
population.
The RIT population, like many other colleges has predominately young students
between the ages of 18 and 23. The respondents (n = 806) were also predominately young
with 88.9 percent of respondents between the age of 18 and 23, 7.5 percent between the
ages of 24 and 29, and only 3.6 percent between the ages of 30 and 59. In addition to
being young, respondents (n
= 798) were also generallyWhite/Caucasian, 63.9 percent of
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the total population, consisting of very few minorities, in comparison to other
universities. The sample population was also predominately White/Caucasian, 77.5
percent, but more so than RIT's population. Graph 3 below shows the racial/ethnic

















Graph 4.3: Racial/Ethnic Distribution of RIT's and the sample's population
From the discussion of the demographics, we can see that the survey sample
population is made predominately of young white technologically skilled males. From
this, we could say that the findings in this survey can be generalized to institutions with a
similar demographic. However, we cannot generalize the findings of this survey to
non-
technology oriented universities because the demographics are much different. We can
also state that the survey is easily generalized to the population at RIT because the
distributions of the surveys closely match the actual population at RIT.
4.1.2 General Computer Use
Now that we are familiar with the distribution of the sample population, what are
the students doing with their computers, and what have they done with their computers?
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4.1.2.1 Childhood/Early Computer Use
This section details when, how, and by whom the respondents were taught to use
a computer. Our discussion of the sample population's general computer use begins with
a description of the availability of a computer in the home when growing up.
When asked about having a computer in the home when growing up, 89.1 percent
of total respondents (n = 869) said they had a computer while growing up while only 10.9
percent of respondents reported not having a computer while growing up. Additionally,
of those who had a computer (n=760), 58.5 percent of them reported being the primary
user of that computer. This suggests that these students are very familiar and comfortable
with using computer technology.
In addition to having a computer in the house when growing up, the respondents
(n=862) were generally very young when they started using computers. The ages ranged
from 0 to 43 years of age, with a mean age of 10.81, or approximately 1 1 years old.
Examining these data along with the data previously discussed we can see that the
respondents generally grew up with a computer and started using that computer at a
relatively early age.
9
The questions used in the discussion of childhood/early computer use can be found in Appendix B:
Section A: Questions 2, 2a, 3, 4, 4a, 5, 5a, 6, 7, and 8
10
The questions used in the discussion of current computer use can be found m Appendix B: Section A:
Questions 9, 9a, 10a through lOr, and Appendix B: Section L: Question 164
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The data shows that the respondents grew up with a computer and started using
one early in life, so conventional thinking would say that the parents taught the students
how to use the computer. However, when asked who they learned the most from
(n = 871), the majority of respondents reported otherwise. Graph 4.4 shows the
distribution of who the respondents reported they learned the most from.













Graph 4.4: Learned most about computers
Graph 4.4 shows that the majority of respondents, 50.9 percent, reported that they
taught themselves how to use computers. The second most common response was that a
parent taught them, 14.6 percent, followed by teacher, 14.2 percent. The category
"Other"
provided a line for the respondent to fill in a choice not provided; the most common
answers were a cousin or uncle. Also included in this category are the responses of those
who selected multiple answers. These data suggest that the majority of respondents and
ultimately those at RIT taught themselves how to use a computer.
So what were the respondents doing while learning to use a computer? We asked
about the following 7 activities: (1 ) Playing Games, (2) Email, (3) Web Browsing, (4)
Downloading Files, (5) Word Processing, (6) Programming, and (7) Other. The
respondents (n=872) were instructed to select all of the activities they took part in. and
this provided a wide range of responses, only the most popular choices are reported. A
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majority of students, 149, reported Playing Games as the primary activity, however, far
more answered this in combination with other choices. The second most popular activity
was Word Processing with 81 respondents reporting doing this activity. The most
common combination of activities was all of the choices but programming and other, 78
responses. The second most common combination was playing games and word
processing with 68 responses. Very few of the respondents, 5, reported Downloading
Files or reported doing so in combination with another activity, 86 of the respondents.
This suggests that while growing up or during early computer use, respondents generally
participated in ethical computer activities.
When learning to use computers, did they have parental supervision, and if so,
how much, was it fair, and how supportive were the parents of their children's computer
use? When asked whether the respondent had parental supervision when using a
computer (n=861), 70.5 percent of respondents reported having some level of








Chart 4.1 : Parental Supervision
An examination ofChart 4.1 shows that while the majority of students had
parental supervision, the majority had little or some supervision and the minority of
students had a lot or extensive supervision. We can conclude from this that the majority
of students were able, for the most part, to do whatever they wanted on the computer.
How fair did the respondents think this supervision was? Based on the data provided in
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the last question, we can guess that the respondents thought the little bit of supervision
they were given was fair. And for the most part, the respondents (n
= 643) said the
supervision was fair to very fair, 80.1 percent. When asked how supportive their parents
were of their computer behavior, 89.8 percent of respondents (n = 847) reported that their
parents were supportive to very supportive of their computer activities.
The data described in this section discussed childhood/early computer use. From
the discussion so far, we can see that the respondents were generally introduced to
computers at an early age, were self-taught, had minimal but fair parental supervision,
and had a computer in their household.
4.1.2.2 Current Computer Use
This section details what the respondents are currently doing with their
computer(s). The discussion begins with the type of operating system the respondents
primarily use, followed by how familiar they become with software licensing agreements,
and then a discussion ofwhat type of Internet access they have. This section concludes
with the type of computer activities they participate in on a weekly basis.
When asked about what type of operating system they primarily use (n
= 871), 83
percent of respondents answeredWindows as their primary operating system. Operating
systems like many other software programs come with a licensing agreement that
describes to the user what their rights are while using the software. Usually this is
something that "pops
up"
when you install software and is typically ignored; the author is
guilty of this! So how familiar do the respondents get with the licensing agreements? It
appears that for the most part they do not get familiar with the agreement with 43 percent
of respondents (n = 862) reporting so. However, there are a few that makes themselves
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somewhat familiar with the agreement, 36.5 percent, the rest of the respondents become
familiar to very familiar with the agreement 20.5 percent. This demonstrates that most of
the respondents do not know how they can legally use the software they are purchasing,
how many computers it can be installed on, or how many copies they can make of it.
When asked if they have broadband Internet access in their home, 89. 1 percent of
respondents (n = 799) said yes, 8.3 percent said no. and 2.5 percent didn't know. This
would allow the respondents to participate in all type of online activities ranging from
online gaming to illegal file-sharing and financial management to online gambling.
So what are the students doing in their spare time? Graph 4.5 below shows what
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Graph 4.5: Respondents Computer Activities
Graph 4.5 shows that respondents are spending the most time doing activities they
are supposed to be doing while in college. Academic work ranks the highest of the 8
listed activities with an average of respondents working on academics 14.79 times per
week for about 18.37 hours per week. The least popular activities proved to be Gambling
with respondents on average participating in it 0.21 times per week with spending on
average 0.24 hours per week. Graph 4.5 shows the average time the students spend on
each activity, however, there are always exceptions, there are some respondents who
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spend a great deal of time on gambling, shopping, and looking at pornography, often
more than they spend on academics or work.
4.1.3 Respondent's Attitudes and Beliefs
This section details the attitudes and beliefs of the respondent's attitudes and
beliefs toward a variety of controversial computer issues (e.g. illegal file-sharing and
computer
ethics)."
By examining the respondent's attitudes and beliefs we can predict
the respondent's behaviors and predict why they participate in them. The discussion will
begin with an examination of the respondent's attitudes towards file-sharing.
The respondents were asked to rate their level of agreement, from Strongly
Disagree to Strongly Agree, to several statements focusing on the topic of file-sharing.
Chart 4.2 shows what the respondents answered when asked if it was ( 1 ) "OK for me to
pirate commercial and (2) "OK for me to illegally download music or movie
files"














Statement 1 853 21.6 15 1 | 27.8 M
Statement 2 853 20.4 16.2 26.2 18.2
Chart 4.2: Is it OK to pirate software, music, and movies because the\ cost too much (questions 59 and 60)
The highlighted green cells show that a majority of respondents disagree with the
statement, suggesting that they do not think it is OK to pirate due to monetary constraints,
however, the red cells show that about a third of respondents agree with the statement.
This suggests that some of the respondents believe that it is their right to have the
software, music or movies despite not having the money to purchase them. Additionally,
"
The questions used in this section can be found in Appendix A: Section E: Questions 59. 60. 61, 62. 65
and Appendix A: Section F: Questions 66. 67. and 68.
12
Note: The percents do not add up to 100% because 2.5% of the total respondents did not answer the
questions.
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it appears that respondents believe software piracy is a greater offense than music or
movie file-sharing by examining the distribution alone.
The next two statements examine the attitudes of the respondents with regards to
computers and the law. Chart 4.2 shows the respondent's answers when asked to respond
to the following statements: (3) "Computer technology makes it easy to break the law";















Statement 3 851 8.4 11.3 22.9
Statement 4 854 25.9 21.4 10.8
Chart 4.2: Computers and the Law (Questions 61 and 62)
Chart 4.2 shows that a majority of respondents, 54.9 percent, agree to strongly
agree with the statement that computer technology makes it easy to break the law. This
would suggest that the respondents have some knowledge about how computers can be
used to break the law. Additionally, when asked statement 4, a majority, 57.5 percent,
said they disagree to strongly disagree. This suggests that the law alone wouldn't prevent
them from participating in illegal activity using a computer.
The next statement asked respondents (n = 855) how important the ethical use of
computers is to them. The majority of respondents, 60.2 percent, stated they agree to
strongly agree with the statement, 29.5 percent were neutral, and 10.3 percent of
respondent stated they disagree to strongly disagree with the statement. These data show
that the respondents believe ethical use of computers is important to them. However, with
13
Note: The percents do not add up to 1007r because 2.59c of the total respondents did not answer the
questions.
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regards to file-sharing, do the respondents really know what ethical use of computers
means?
How do the respondents feel about how wrong it is to participate in music, movie
and software file-sharing? Respondents were asked to respond to three statements on this












Music 852 25.5 6
Movie 853 28.4 27.4 12.4 7
Software 852 23.6 259 29.3 12.7 8.5
Chan 4.3: How wrong is it to music, movie, and software tile share? (Questions 66. 67, and 68)
Chart 4.3 shows that a majority of respondents, in red, do not believe it is wrong
to pirate music, movies or software. Additionally, in each scenario, more than a quarter of
respondents are indifferent, while at most 21.3 percent agree that the activity is wrong.
The author mentioned previously that males have been shown to be less ethical in past
studies, so how does the data look when segmented by gender? Chart 4.4 shows the data
segmented along gender lines:





-0.29 0.000 -3.316Female 242
Movie
Male 556 1.40
-0.27 0.003 -3.020Female 242
Software
Male 556 1.49
-0.23 0.015 -2.493Female 242
Chart 4.4: How wrong is it to music, movie, and software file share across gender
Chart 4.4 shows that females generally think, on average, that it is more wrong to
pirate music, movies, and software than their male peers. The difference is small between
genders, but it is statistically significant at the 99 percent confidence level for music and
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movie piracy, and significant at the 95 percent confidence level for software file-sharing.
Again you can see that each believes music piracy is the least wrong while software
piracy is the most wrong. Further analysis of this data is shown in Chart 4.5, showing the
distribution among colleges.
Behavior Music Movie Software
N X N X N X
CAST 116 1.34 116 1.49 116 1.68
COB 65 1 4Q 66 66 1.67
GCCIS 200 1.49 200 1.60 200 1.75
ENG 110 1.08 110 110 1.19
IAS 126 1.24 126 1.46 126 1.33
LA 69 1.48 69 1.55 69 1.75
NTID 16 2.37 16 2.44 16 2.50
SCI 87 1.26 87 1.34 87 1.39
Totals: 789 1.37 790 1.49 790 1.56
Chart 4.5: How wrong is it to pirate music, movies, and software across colleges
Chart 4.5 shows us by college, the mean of the respondent's answers. The green
cells correspond to the highest mean out of each college, and the red corresponds to the
lowest mean. As you can see, COB and GCCIS have the highest means for music file-
sharing, which means they believe the behavior is more wrong than the rest of the
colleges, while ENG is at the other end of the spectrum. Similar findings appear in the
movie file-sharing category, where COB has a higher score than the rest, while ENG has
the lowest score again. Finally, in software, GCCIS and LA believe it is the most wrong,
while once again ENG has the lowest score. This may mean that engineering students
think differently about ethical questions than the rest of the university, or it may be
attributed to a lack of ethical training. Further analysis of this question into gender
differences within college was conducted and the findings are available in Appendix C.
However, no truly remarkable differences were noted with the exception of males and
14
Note: NTID was excluded from the discussion due to an extremely small sample size of 16.
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females within GCCIS, but the sample size of females within the college (n = 16) was too
small to make definitive conclusions.
The data overall leads us to believe that the majority of respondents believe
music, movie, and software file-sharing is not wrong or at best slightly wrong suggesting
a majority of respondents do indeed pirate music, movies, and software. But what did
respondents report on this issue?
4.1.4 File-sharing Activities
This section discusses the file-sharing behaviors of the respondents and their
friends.1
This discussion begins with a look at the percent of the respondent's friends
who participate in music, movie and software file-sharing. Chart 4.6 below shows the
results:
% of Friends Music Movie Software
0 2.0% 2.9% 4.0%
1-25 4.5% 12.7% 14.0%
26-50 5.7% 19.2% 18.6%
51-75 8.2% 12.5% 15.4%
76-100 67.8% 38.9% 32.5%
Unsure 1 1 .8% 13.8% 15.5%
Chart 4.6: Percent of friends who tile share
Chart 4.6 shows, a majority of students, in red, believe that 76 to 100 percent of
their friends pirate music (n = 840), movies (n= 840), and software (n = 840). An
overwhelming percentage of respondents said music piracy was the most common with
67.8 percent, suggesting their friends participate in music piracy often. As in the previous
section's discussion of the wrongness of these file-sharing behaviors, you can see a
decline in the number of students recording high percentages of their friends participating
in these activities when moving from music, to movie, and finally to software
file-
15
The questions used in this section can be found in Appendix A: Section G: Questions 86. 87. 88.
Appendix A: Section H: Questions 106. 107. and 108.
45-
q ^/ sharing. The high percentages reported
suggest that the respondents will participate in
file-sharing to the same degree their friends do.
Now that we know how many of their friends the respondents think file share,
what do the respondents do? Chart 4.7 below show the respondent's file-sharing
activities.
Times File Shared
Activity: N 0 1-10 11-50 51-100 101-365
Music 645 30.20% 18.00% 18.10% 21.40% 12.30%
Movie I 761 44.70% 23.50% 19.90% 8.90% 3.00%
Software 783 41.50% 38.30% 12.10% 5.60% 2.50%
Chart 4.7: Times respondents file shared in the past year
Chart 4.7 shows, a majority of respondents in the last year participated in some
form of illegal file-sharing with 69.8 percent participating in music file-sharing, 55.3
percent participating in movie file-sharing, and 58.5 percent participating in software
file-
sharing. However, as seen in green, a large percentage of respondents do not participate
in these behaviors. These findings come as little surprise due to our previous discussion
on attitudes and beliefs where the majority of respondents believed file-sharing of any
kind was not wrong or at best only slightly wrong. While this tells us that there are
offenders out there, it doesn't provide details about who are the biggest offenders. The
author will first explore the gender differences. Chart 4.8 shows the gender differences in
the illegal file-sharing data:
16
The respondents originally provided numerical responses to this question. The questions were worded in
a manner in which 365 should have been the obvious highest number to write however, some respondents
answered with values over 365 or with infinity signs; therefore we removed the values over 365 and then









0.47 0.000 3.955Female 218 1.38
Movie
Male 493 1.26





0.65 0.000 8.879Female 240 f0.44
Chart 4.8: File-sharing activities across genders
Chart 4.8 shows that females significantly pirate less music, movies, and software
than their male peers. Additionally, the differences are statistically significant at the 99
percent confidence level. Another observation from these data is the decline in the
numbers of respondents participating in the activity going from music, to movie, to
software file-sharing. Taking the analysis further, Chart 4.9 explores how file-sharing
segments along college lines:
Behavior: Music Movie Software
N X N X N X
CAST 87 1.63 102 1.07 107 0.83
COB 54 63 0.68 63 0.62
GCCIS 150 1.75 177 1.33 182
ENG 68 1.88 94 99 1.11
IAS 107 1.65 121 0.81 125
n
0.75
LA 54 1.54 - 65 0.83 65 0.74
NTID 16 0.44 16 0.13 16 0.19
SCI 78 1.67 86 0.85 87 0.61
Totals: 614 1.69 724 1.02 744 0.88
Chart 4.9: File-sharing across colleges
Recall the discussion on respondent attitudes, and notice that the COB
respondents pirate the most music on average than other colleges; this comes in sharp
contrast to their responses to the wrongness ofmusic piracy where they scored the
highest on average. Additionally, note that ENG scores are consistently the highest or
second highest scores in Chart 4.9, which should come to no surprise since they were the




was conducted looking at gender differences within each college; the responses are






























































































































Chart 4. 1 0: File-shanng across gender in colleges
Chart 4.10 shows females consistently pirate less than males within every college.
There are striking differences in ENG, and GCCIS, but each has a small sample size of
females. Again, we must ignore the findings from NTID due to very small sample sizes.
Additionally, ifwe look at LA, we can see differences ofover 1 mean point for males
over females with similar sample sizes.
What can we conclude from this analysis? Males are shown to be more likely to
pirate more music, movies, and software than their female peers. We can also conclude
that this holds true across college and gender within college lines. The author believes we
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can also conclude that while respondents on average believe the activity is wrong, they
will participate in illegal file-sharing.
4.2 Hypothesis Testing Results
This section explores the results from the hypothesis testing conducted on the
survey data. Section 4.2.1 explores hypotheses 1.1, 1.2, and 1.3 which focus on the
affects of computer ethics courses on piracy rates. Section 4.2.2 discusses hypotheses 2.1,
2.2, and 2.3 which discuss the affects of the perception ofbeing caught on the piracy rate.
Section 4.2.3 discusses hypotheses 3.1, 3.2, and 3.3 which discuss the affects of the
severity ofpunishment on the piracy rate. Finally, section 4.2.3 discusses hypotheses 4.1,
4.2, and 4.3 which explore the affects ofparental supervision as a child while using a
computer and the piracy rate. The findings will be discussed with policy
recommendations following in section 5.0.
4.2.1 Computer Ethics Training
The first set ofhypothesis tested explores the affects of computer ethics courses
on the piracy rate. To test each hypothesis, the chi-square test was conducted on survey
questions 18b, 18d, 18f, 18h, 1 8j , 181, 18n, 106, 107, and 108. In order to properly test
each hypothesis using chi-square, questions 106, 107, and 108 needed to become binary
data so it could be accurately compared to the binary data from the computer ethics
course questions.
4.1.1.1 Computer Ethics Course and Piracy
The first test conducted on these questions was to see if any type of computer
ethics course negatively affects the piracy rate. The data from the computer ethics course
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questions were combined into a single variable called "ql8all", which contained a
"1"
if
a respondent had taken any computer ethics courses or a
"0"
if the respondent never took
a computer ethics course. This data was then compared to the corresponding music,
movie and software piracy rates. The chi-square results for Hypotheses 1.1, 1.2, and 1.3
are shown in Charts 4.11,4.12, and 4. 1 3 below:
Pirated Music?
No Yes Total
Ethics No Count 62 99 161
Course? Yes Count 133 ! 484
Total Count 195 450 645







Count 95 97 192
Count 569
Total Count 340 421 761







Count 91 107 198
Count 234 585
Total Count 325 458 783
Chart 4.13: Chi-square results for Hypothesis 1.3
Chart 4. 1 1 shows that a total of 484 respondents have taken a computer ethics
course, of those, 133 do not pirate music, and 351 students pirated music. The findings
are significant at the 99 percent confidence level providing a Pearson's chi-square value
of 6.968. In general, this means that the rows and columns are dependent and that the
results are worthwhile to interpret. Chart 4. 1 1 shows that having a computer ethics course
does not negatively affect the piracy rate in fact, more than 2.5 times as many
pirate music following a computer ethics course than don't.
In addition, a higher percentage of respondents that have taken a course in
computer ethics pirate music than those respondents who have not taken a computer
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ethics course.
The results from testing hypotheses 1 .2 and 1 .3 were similar to those of
Hypothesis 1.1. Hypothesis 1.2 explored movie file-sharing, and as you can see, of the
569 respondents taking a computer ethics course, 324 of those pirated movies, while 245
did not pirate movies. The results from this were not statistically significant at an
academically acceptable level providing a Pearson's chi-square value of 2.395.
Hypothesis 1.3 explored software file-sharing and as you can see, of the 585 respondents
who took a computer ethics course, 351 pirated software, while 234 did not. As with the
previous hypothesis, these findings are not statistically significant, providing a Pearson's
chi-square value of only 2.164. While not statistically significant, we can still see from
the results that more people pirate software than those who do not after taking a computer
ethics course. Well, what do these results tell us?
The most obvious finding from these results is that in each case, taking a
computer ethics course does not negatively affect the piracy rate. In other words, the
piracy rate does not decrease following a computer ethics course. There are several
explanations that one could provide for these findings. The first such explanation could
be that the respondents simply did not retain the education the received in the course.
Another explanation could be that they simply did not learn that music, movie, and
software piracywas an unethical or wrong activity to be participating. However, some of
the blame may be on the author's behalf, perhaps the reason is that the variable ql8all is a
poor indicator of computer ethics courses and that specific ethics courses have a greater
impact on the music, movie, and software piracy rates. To explore this further we
examine each type of computer ethics course to disprove this.
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4.2.1.2 Individual Computer Ethics Courses
This section details the findings from testing hypotheses 1.1, 1.2 and 1.3 using
each individual computer ethics course. Chart 4.14 below shows the results:
Ethics Course
ncnp17
cnp ncp cp Chi-square sig.
Pre College Source
Music 177 18 411 39 0.540 0.817
Movie 313 27 382 39 0.415 0.519
Software 297 28 419 39 0.002 0.961
RIT Ethics Course
Music 169 26 357 93 4.863 0.027
Movie 290 50 331 90 5.577 0.018
Software 278 47 359 99 6.414 0.011
Other college/university
Music 187 8 442 8 3.040 0.081
Movie 328 12 414 7 2.692 0.101
Software 316 9 448 10 0.276 0.600
By employer
Music 182 13 412 38 0.590 0.442
Movie 310 30 394 27 1.577 0.209
Software 299 26 425 33 0.172 0.678
Training Institute
Music 193 2 449 1 1.897
j
0.168
Movie 338 2 420 1 0.589 0.443
Software 322 3 458 0 4.244 0.039
Self Taught Ethics
Music 103 92 217 233 1.151 0.283
Movie 172 168 200 221 0.715 0.398
Software 165 160 217 241 0.874 0.350
Friend or associate
Music 135 60 283 167 2.399 0.121
Movie 230 110 267 154 1.483 0.223
Software 213 112 302 156 0.014 0.907
Chart 4. 14: Chi-square results for extended hypothesis testing 1.1. 1.2. and 1.3
Chart 4.14 shows the results from the extended hypothesis testing that explores
the affects of all the types of computer ethics courses asked about in the survey on the
piracy rate. In each case, one can see that in almost every instance more people who take
the course pirate than those who take the course and don't pirate (comparing columns cnp
17
ncpc: Didn't have a Computer Ethics Course and Haven't Pirated
ls
cnp: Had a Computer Ethics Course and Haven't Pirated
'"
ncp: Didn't have a Computer Ethics Course and Pirated
20
cp: Had a Computer Ethics Course and Pirated
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and cp). The only findings that were statistically significant are highlighted in green, the
results highlighted in yellow have too small a sample size to provide statistically relevant
results. Examining the results highlighted in green, you can see that the results are all
significant at the 95 percent confidence level; therefore we can safely interpret the results
from the chi-square test. We can see that of the respondents taking the RIT computer
ethics course, 78 percent pirate music, 64 percent pirate movies, and 68 percent pirate
software, the remainder of each did not pirate. What is truly remarkable about the RIT
Ethics Course findings, in green, is that the percentage ofpeople who took the course and
pirated is higher than the percentage ofpeople who did not take the course and pirated in
each of the three categories. For those who didn't take the course, 68 percent pirated
music, 54 percent pirated movies, and 57 percent pirated software. In each case there is a
10 percent difference in the total number ofpeople who pirated. Why is this the case?
Perhaps the computer ethics course at RIT teaches students that piracy is a good activity
to participate in. However, this is highly unlikely; a better explanation might be that the
respondents who took the RIT computer ethics course were predisposed to piracy. Of
those who took the course, 79 percent of the respondents were in the four colleges with
consistently high piracy
rates;21
CAST, GCCIS, ENG, and SCI.
From the findings we must accept the null hypothesis for hypotheses 1.1, 1.2, and
1.3. Additional analysis of the affects of computer ethics courses on the piracy rate was
conducted by segmenting the sample population by gender and college. The findings
from the gender analysis were similar to those discussed earlier. Females tend to pirate
less than males, the findings were found to be statistically significant at the 95 percent
21
This was based on having the highest overall average piracy rate computed by taking the average of each
type ofpiracy
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confidence level for those who taught themselves computer ethics, those who learned
from friends or associates, and for computer ethics courses in
general.22
The college
segmentation did not provide noteworthy nor statistically relevant results.
4.2.2 Perceptions of Being Caught
The second set of hypothesis tested explores the affects of the perception one has
ofbeing discovered by authorities pirating on the piracy rate. To test each hypothesis,
Spearman's Correlation was use to correlate question 129 to questions 106, 107, and 108.
4.2.2.1 Perceptions ofBeing Caught Correlation Analysis
The first test conducted to explore hypotheses 2.1, 2.2, and 2.3 used Spearman's
Correlation test. The results from the test appear in Chart 4.15:




Chart 4.15: Hypothesis 2.1, 2.2, and 2.3 results
Chart 4.15 shows both the music and software correlations proved to be
statistically significant at the 95 percent confidence level, and movie file-sharing was
statistically significant at the 90 percent confidence level. What the data also shows is
that the correlation for each is negative. Additionally, we can state that hypothesis 2.1
and 2.3 are proven true, however, the conelation coefficients for each test are negligible
at best and we must conclude that question 129 is not a good predictor of the piracy rate.
This is not to say that question 129 is not ofvalue, further analysis proves that the
perception of being discovered by authorities does affect the piracy rate.
4.2.2.2 Perceptions ofBeing CaughtAdditionalAnalysis
22




This section details additional analysis conducted on the data from question 129
and the affects the perception of discovery by authorities has on the piracy rate. This
section relies heavily on the statistical test comparison ofmeans. The analysis began by
exploring the differences in means of those respondents who said there was a high
likelihood of discovery, scores 3 and 4, and those respondents who said there was no
likelihood of discover, score 0, or a low likelihood of discovery, score 1 and 2. Chart 4.16
shows the results:
Activity: N X xdiff sig. (2 tailed) t
Music
None to Low 518 1.78
0.44 0.002 3.038High Chance 111 1.33
Movie
None to Low 616 1.07
0.22 0.045 2.010High Chance 128 0.85.
Software
None to Low 637 0.94
0.26 0.006 2.754High Chance 129 0.68
Chart 4.16: High likelihood v. No or low likelihood of being discovered by authorities
Chart 4.16 shows that for each type ofpiracy, those respondents who scored a 3
or 4 on question 129, on average, pirated less music, movies, and software than their
peers who answered a 0, 1 or 2 on the same question significant at the 99 percent
confidence level for music and software piracy, and significant at the 95 percent
confidence level for movie piracy. This could mean that there is in fact an affect on the
piracy rate by this perception ofbeing discovered. However, the author wanted to explore
this further, and look at those who said there was no likelihood ofbeing caught and those
who said there was a low to a high likelihood of being caught to see if there was a




Activity: N X xdiff sig. (2 tailed) t
Music
No Chance 171 1.71
0.02 0.880 0.151Low to High 458 ::?;':1.69V':
Movie
No Chance 209 1.05
0.02 0.830 0.215Low to High 535 1.03
Software
No Chance 219 0.94
0.06 0.466 0.730Low to High 547 0.88
Chart 4. 1 7 : No likelihood v. low to high likelihood of being discovered by authorities
Examining Chart 4.17, there is a difference in the means; they are not significant
at any meaningful confidence level. While these results were surprising to the author, the
reason for this could be that those who believe there is a low level of likelihood ofbeing
caught pirate more than those who think there is a high likelihood ofbeing caught. The
affect on this possibility could have raised the mean and provided skewed results. To
explore this further, the author compared the means of those who think there is a low
chance ofbeing caught, scores 1 and 2, and those who think there is a high chance of
being caught, scores 3 and 4. Chart 4.18 shows the results below:
Activity: N X xdiff sig. (2 tailed) t
Music
Low Chance 347 1.81
0.48 0.002 3.167High Chance 111 1-33
Movie
Low Chance 407 1.08
0.23 0.040 2.058High Chance 128 0.85
Software
Low Chance 418 0.94
0.26 0.007 2.725High Chance 129 0.68
Chart 4.18: Low likelihood v. High likelihood of being discovered by authorities
Again we see that there is a significant difference inmeans, this time between
those who believe there is a low likelihood ofbeing discovered and those who believe
there is a high likelihood ofbeing discovered. In fact the significance levels are exactly
the same as those seen in Chart 4.17. From this data so far, we can conclude that there is
an affect of the perception of discovery on the piracy rate. Those who believe there is a
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high likelihood of discover will, on average pirate less music, movies, and software than
their peers who believe there is a low or no likelihood of discovery.
Additional analyses on the affects of the likelihood of discovery were also
conducted on gender, college, and college and gender lines. Analysis from this again
showed that females are less likely to pirate than their male peers at the 95 percent
confidence level for music, and at the 99 percent confidence level for movie and software
piracy. Along college lines, the College ofEngineering, ENG, was again the largest
offender ofmusic, movie, and software piracy. The findings are provided for the reader
in Appendix D.
4.2.3 Perceptions ofPunishment
The third set ofhypothesis tested explores the affects of the perception of the
severity ofpunishment on the music, movie and software piracy rates. To test each
hypothesis, Spearman's Correlation was use correlating question 137 to questions 106,
107, and 108.
4.2.3.1: Perception ofPunishment Correlation Analysis
The first test conducted to test hypotheses 3.1, 3.2, and 3.3 were to use
Spearman's Conelation test. The results from the test appear in Chart 4.19:




Chart 4.19: Hypothesis 3.1, 3.2, and 3.3 testing
results23
Chart 4.19 shows the results formusic, Hypothesis 3.1, and software piracy,
Hypothesis 3.3, are statistically significant at the 99 and 95 percent confidence levels.
23
The findings from Hypotheses 3.1, 3.2, and 3.3 are similar to those fromHypotheses 2.1, 2.2, and 2.3.
This may be attributed to students believing that perceptions ofbeing caught and perceptions ofpunishment
were the similar questions.
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However, the result for movie piracy, Hypothesis 3.2, is only statistically significant at
the 90 percent confidence level. We can also see that for each hypothesis, the correlation
coefficient is negative, leading us to assume that as the perception of severity of
punishment increases, the piracy rate decreases. However, the correlation coefficient for
music piracy is weak, and the coefficients for movie and software piracy are negligible,
leading us to again state that question 137 is not a good predictor of the piracy rate.
Therefore, we can reject the null hypothesis for hypothesis 3.1 and 3.3 but we must
accept the null hypothesis for hypothesis 3.2. Since the data provided us with weak
correlations and inconclusive results, the author explored the hypothesis further, by
examining the affects ofhigh scoring respondents and low scoring respondents on the
piracy rate.
4.2.3.2 Perception ofPunishmentAdditional Analysis
This section details additional analysis conducted on the data from question 137
and the affects the perception of severity ofpunishment has on the piracy rate. This
section relies on the Independent Samples Comparison ofMeans Test. The analysis
began by exploring the differences in means of those respondents who said there was
severe punishment for those caught file-sharing, scores 3 and 4, and those respondents





Activity: N X xdiff sig. (2 tailed) t
Music
None to Low 479 1.74
0.18 0.179 1.344High Severity 150 1.56
Movie
None to Low 565
1,01^
i
-0.06 0.509 -0.661High Severity 179 1.08
Software
None to Low 586
0.89;,-
-0.02 0.798 -0.256High Severity 179 0.91
Chart 4.20: Severe Punishment v. No or Little Punishment for music, movie or software piracy
Chart 4.20 shows that for each of the types ofpiracy, the differences in means are
not significant at a meaningful confidence level. Additionally, formovie and software
piracy, the mean is actually lower for those who had a perception of no or little
punishment for piracy. This could mean that the perceived severity ofpunishment is not a
good predictor of illegal file-sharing. However, before making this conclusion, let's
explore the comparison of no punishment and little to severe punishment. Results are
shown in Chart 4.21 below.
Activity: N X xdiff sig. (2 tailed) t
Music
No Punishment 127 2.11
0.52 0.000 3.761Low to High 502 /1.59Y
Movie
No Punishment 153 1.11
0.10 0.317 1.002Low to High 591 1.01
Software
No Punishment 159 1.00
0.13 0.127 1.527Low to High 606 0.87
Chart 4.21 : No Punishment v. Little or Severe Punishment for music, movie and software piracy
The findings shown in Chart 4.21 resemble the previously discussed findings with
one exception. Ifwe look at music piracy we can see that those who believe there is some
type of punishment pirate significantly less, at the 99 percent confidence level, than those
who do not believe there is punishment. However, the findings for movie and software
piracy are not significant at
a statistically meaningful confidence level. From these





Next, the author explores the differences in piracy rates between those who have the
perception that there is little punishment for pirating music, movies, and software, scores
1 and 2, and those who perceive severe punishment, scores 3 and 4. Results are shown in
Chart 4.22:
Activity: N X xdiff sig. (2 tailed) t
Music
Low Severity 352 1.60
0.04 0.760 0.306High Severity 150 1.56
Movie
Low Severity 412 ;'j 0.98 A:
-0.1 0.322 -0.922High Severity 179 1.08
Software
Low Severity 427 0.85
-0.06 0.474 -0.717High Severity 179 0.91
Chart 4.22: Low Seventy of Punishment v. Severe Punishment
Chart 4.22 shows that there is no difference in the means between a perception of
low severity ofpunishment and a perception of severe punishment at a statistically
significant confidence level. Recall Chart 4.20, ifwe examine this chart, we can see that
Chart 4.22 closely mirrors the former. Examining music file-sharing, we can see that the
mean for high severity is only slightly lower, and for movie and software piracy we can
see that high severity is actually higher than low severity.
Overall for this section, we can conclude that there is no effect between the
perceived level ofpunishment for music, movie, and software piracy and the piracy rates
of each. While we received significant findings from the conelation analysis, the weak
and negligible correlation coefficients provide inconclusive results which should not be
generalized or discussed as a significant factor in reducing the piracy rates. Even though
the author conducted further research, those findings proved to be inconclusive as well.
Therefore the author believes that the perceived severity ofpunishment is not a good
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factor in lowering the piracy rate. Additional analysis on the affects of the perception of
severity ofpunishment on piracy was conducted on gender, college and gender within
college lines. Findings from this analysis were similar to past findings in that female's
pirate less, COB was the highest music pirate, and ENG was the highest movie and
software pirate. These findings are available in Appendix E.
Why are the findings inconclusive? One would think that a perception of severe
punishment would have caused the respondents to pirate less. One possible reason for this
is that the respondents do not know what the punishments are for piracy. Another
possible reason is that they do not see fines as a severe punishment. A third possible
reason for this is that the respondents are willing to take the risk to participate inmusic,
movie, and software piracy.
4.2.4 Parental Supervision
The fourth set ofhypothesis tested explores the affects of parental supervision
while using a computer as a child on the piracy rate. To test each hypothesis, Spearman's
Correlation was use to conelate question 6 to questions 106, 107, and 108.
4.2.4.1 Parental Supervision Correlation Analysis
The first test conducted to test hypotheses 4.1, 4.2, and 4.3 used Spearman's
Correlation test. The results from the test appear below in Chart 4.23:




Chart 4.23: Hypothesis 4.1, 4.2, and 4.3 testing results
Chart 4.23 shows that each hypothesis tested provided results not significant at a
statistically meaningful confidence level. Additionally, the correlation coefficients are
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negligible; therefore, even if the results were significant, the results would still be
inconclusive. It is possible that the Spearman's Correlation test is a poor choice for
testing the affects ofparental supervision on the piracy rate, however, further analysis
using comparison ofmeans was also conducted and the finding were similar. These
findings are discussed in the next section.
4.2.4.2 Parental Supervision Additional Analysis
This section details further analysis conducted on the data from question 6 and the
affects ofparental supervision while using a computer as a child and the piracy rates.
This section relies on the Independent Samples Comparison ofMeans Test. Charts 4.24,
4.25, and 4.26 below show the results from comparing means of high scorers (3 and 4)
and no and low scorers (scores 0, 1 and 2), no supervision (score 0) and some to a lot of
supervision (scores 1, 2, 3 and 4), and low supervision (scores 1 and 2) and a lot of
supervision (scores 3 and 4).
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Activity: N X xdiff sig. (2 tailed) t
Music
None to Low 591 1.68
0.924 -0.095Lots of Supervision 44 1.70 -0.02
Movie
None to Low 699
-
1.02
-0.07 0.646 -0.459Lots of Supervision 52 1.10
Software
None to Low 719 0.91
0.19 0.181 1.339Lots of Supervision 54 0.72
Chart 4.24: A lot of Supervision v. Low or no supervision and piracy
Activity: N X xdiff sig. (2 tailed) t
Music
No Supervision 187 1.55
-0.20 0.107 -1.616Low to High 448 1.74
Movie
No Supervision 219 .' 6.96i j#
-0.09 0.326 -0.982Low to High 532 1.05
Software
No Supervision 228 0.86
-0.05 0.516 -0.649Low to High 545 0.91
Chart 4.25: No Supervision v. Little or a lot of supervision and piracy
Activity: N x xdiff sig. (2 tailed) t
Music
Low Supervision 404 1.75
0.04 0.845 0.195Lots of Supervision 44 V 1.703
Movie
Low Supervision 480 1.05
-0.05 0.769 -0.294Lots of Supervision 52 1.10
Software
Low Supervision 491 0.93
0.21 0.141 1.474Lots of Supervision 54 0.72
Chart 4.26: Little Supervision v. A lot of supervision and piracy
Each chart shows that the findings are inconclusive due to the low differences in
means and the low confidence levels. These data in combination with the conelation data
require that the author accept the null hypothesis for hypotheses 4.1, 4.2, and 4.3.
Additional analysis was conducted on the affects of parental supervision as a child on the
piracy rates by analyzing the results based on gender, college and college and gender.
Results from this are available in Appendix F, and are similar in nature to those found
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previously. Again females are statistically proven to pirate less than males, COB
respondents pirate the most music, and GCCIS pirates the most movies and software,
closely followed by ENG.
What does this data tell us? The data tells us that parental supervision is not a
good predictor of the piracy rate; in fact, parental supervision has no affect on the piracy
rate. The findings may be a result of differing quality ofparental supervision, as some
respondents may have said a parent sitting in the room not watching them counted as
parental supervision. Another interesting point is that the students are older and may have
forgotten how much parental supervision they had, or do not know how to quantify it.
Regardless of those things, the data still says that the findings are statistically irrelevant.
4.3 AHP Technology Matrix
This section explores the findings from the AHP analysis of eight different P2P
preventing technologies. If you recall, the reason for conducting this analysis was to
discover ifAHP was a good tool for selecting P2P preventing technologies, and to
explore which technology was the best based on self-selected criterion. The first sub
section explores the findings from the analysis of the model, and the second sub-section
discusses the sensitivity analysis conducted on the model
4.3.1 AHP Model Findings
After the pairwise comparisons were completed, ExpertChoice 2000 then
synthesizes the results for each criterion, and with respect to the goal: Choose the best
P2P blocking product. Once the model is processed, the results are then provided. This
section will cover the results for each criterion and the results for the entire model.
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The first criterion the author analyzed was Price. If the reader recalls, price is
segmented into three separate categories: Upfront, Maintenance, and Auxiliary. Graphs










Price- Maintenance Price- Auxiliary
Graphs 4.6. 4.7. 4.8: Pairwise comparisons for upfront, maintenance, and auxiliary prices.
As shown in Graphs 4.6, 4.7, and 4.8, Procera, in pink, consistently has the
highest scores in each category. The findings are shown as percentages of the priority
each technology has, thus the one with the highest percentage is the least expensive to
purchase, maintain, and support. In Graph 4.7, we can see that SurfControl, Procera,
Pancho, and BlueCoat all have the same percentage of the chart. In this case, none of the
products have a maintenance cost. When examining the findings, ExpertChoice
calculated an inconsistency level of .04, .01, and .00 for upfront, maintenance, and
auxiliary price respectively, however, this is an acceptable level of inconsistency. This
means that there is a slight inconsistency in data that may be fixed by adjusting the values
for the pairwise comparisons. Taken together, it should be noted, that Procera is the
cheapest product to own overall.
The second criterion evaluated was the network impact of the product. As
mentioned earlier, network impact measures the negative affect a product has on a
computer network. Without having the product available to test, the author had to use his
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experience and knowledge about computer networks and use the available documentation
to judge the network impact of each product. The author found that Procera produced the
product with the lowest network impact; Verso, Akonix and BlueCoat each produced the
second best product, SurfControl the third, and FutureSoft, Pancho, and Akonix made the
most intrusive or highest network impact products. The findings produced an
inconsistency rate of 0.00.
The third criterion evaluated was effectiveness, which incorporates how many
protocols the technology block and how accurate the blocking mechanisms are. Without
the ability to test each product, and with a limited number ofproduct reviews, the author
decided that each product is equally effective in blocking P2P clients and protocols.
The fourth and fifth criteria are compatibility and versatility. Compatibility
measures how well the product
"fits"
into an existing computer network, and versatility
measures the number of useful features built into the product. Most technologies proved
to be very compatible with existing networks; however two technologies proved to be a
poor fit, the Pancho and FutureSoft products. Pancho's product was not compatible
because it required the use ofCisco products to take full advantage of its features, and
FutureSoft'
s products required an all Windows network. There were similar findings
when analyzing the products based on their versatility. Only one product proved not to be
versatile. FutureSoft's product did not provide many additional features that would prove
useful in conjunction with the P2P scan technology, while all of the other manufacturer's
products had features that enhanced the usefulness of the product.
When all of these findings are analyzed by ExpertChoice 2000, the final model is






Pancho FlowDirector 3.0 114
Aladdin eSafe .095
SurfControl IM Filter .129
ProceraWatch with Optiml P 1 201 2 .179
BlueCoat ProxySG 8000-3 .139









Figure 4.1 : Screen Shot of the ExpertChoice 2000 output.
On the left side of figure 4. 1 are the results of the criteria pairwise comparisons.
The most important criterion is Price, making up 41.9 percent of the model, followed by
network impact making up 26.3 percent of the model. The right side of figure 4.1
shows
the overall importance of each product with respect to the goal. Figure 4.2 below shows a









Synthesis with respect to:
Goal: Choose the best P2P blocking product
Overall Inconsistency = 01
ProceraWatch with OptimlP 12... 179
BlueCoat ProxySG 8000-3 139
Verso NetSpective 136
SurfControl IM Filter 129
Akonix Enforcer 126
Pancho FlowDirector 3.0 114
Aladdin eSafe 095
FutureSoft t:Scan 082
Fisure 4.2: Overall AHP model findings
Figure 4.2 shows that the ProceraWatch with OptimlP 120 12, is the best overall
product in the model with a total score of 0.179. The second best product in the model is
the BlueCoat ProxySG 8000-3 followed closely by the Verso NetSpective. From this
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model, the author concludes that the Procera product is the best product currently
available for blocking P2P file-sharing. However, what would happen if the model was
changed for different preferences in the importance of the criterion. The following
section details the sensitivity analysis conducted on the model.
4.3.2 Sensitivity Analysis
A sensitivity analysis was conducted on each criterion in the model. In each case,
the analysis showed that the best choice in the model is consistently the ProceraWatch
with OptimlP 120 12 when the price criterion makes up 13.5 percent or more of the overall
priority of the model. Figure 4.3 below shows the analysis conducted when price is




13.42 Price 14.02 ProceraWatch with OptimlP 12012
39 1 2 Network Impact 14J2BlueCoatProxySG 8000 3
23.8% Effectiveness 14.12 Verto NetSpective
14.5% Compatibility






0 1 .2 .3 .4 .5 .6 .7 .8 .9 C .1 2 3
E ffectiveness Ideal Mode
Figure 4.3: Priee Sensitivin Analysis
The model shows that when price is reduced to 13.4 percent importance level that
ProceraWatch no longer becomes the best choice and the Akonix Enforcer becomes the
most important, but only by a margin of 0.3 percent. The author believes that this model
has a high degree of flexibility while providing the most robust solutions. A sensitivity
analysis was conducted on the other criterion as well and provided the same results. The
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author can conclude from this that AHP is a good tool for aiding in the selection ofP2P
blocking products. Additionally, the author with limited experience in technology
procurement was able to easily construct a model that provided a robust best technology
based on specified criterion.
5.0 Policy Recommendations
This section details a variety of different policy recommendations developed by
the author based exclusively on the findings from the survey analysis and AHP analysis.
The recommendations provided here were developed with a certain level of feasibility
and therefore exclude such recommendations as government regulation of the Internet
and punishing hardware manufacturers for allowing their technologies to store copy
written materials.
Before discussing specific recommendations, let us first explore the findings from
the survey again. Recall that the sample population is very technology oriented with the
majority having learned about computers early on, and most are in a technology oriented
major. Additionally, a majority of respondents believe file-sharing is OK and engage in
such behaviors. From the hypothesis testing, we learned that computer ethics education
and parental supervision do not affect the piracy rates, but a perception of being caught
and a perception of severe punishment lower the piracy rate.
The recommendations are segmented into three categories: government
intervention, private intervention, and academic intervention. The first category details
what steps the government should take to combat illegal file-sharing. Since the
government isn't the only stakeholder, we then look at what the private sector and
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academia can do. Recommendations are inspired by Bardach's book entitled "A Practical
Guide for Policy Analysis".
5.1 Government Intervention
This section details the type ofpolicy responses available to the government that
are derived from the findings detailed in this study. In Bardach's book, he details 1 1
things the government can do to solve policy issues including: (1) Taxes, (2) Regulation,
(3) Subsidies and Grants, (4) Provide a Service, (5) Agency Budgets, (6) Information, (7)
Modify Structure ofPrivate Rights, (8) Modify Framework ofEconomic Activity, (9)
Education and Consultation, (10) Financing and Contracting, and (11) Bureaucratic and
Political Reform. Not all of these steps are pertinent to combating illegal file-sharing, but
several are. This section will discuss what the government can do to combat illegal file-
sharing through education, enforcement, and technology.
5.1.1 Government Intervention: Education
Education not only includes the traditional formal education in an academic
environment, but it also includes raising awareness of a particular issue or changing
values. Recall from our prior discussion, amajority of respondents report that they do not
read software licenses; therefore they do not know what their legal rights are about
software ownership. While this sounds like an issue to be resolved by software and other
multimedia companies, the government has an obligation to make good citizens and to fix
the market failure. A typical license explains what the end user can and cannot do with
the software, music, or movie and often includes information about fines and other
punishments. To raise awareness of the importance of reading these licenses, and in the
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interest ofpromoting good citizenship, the government could sponsor television ads
promoting the reading of the licenses similar to the Smokey the Bear and anti-drug ads,
which also promote good citizenship. This would raise awareness of end-user rights and
raise awareness of the laws.
Additionally, recall from the findings that both a perception of the likelihood of
being caught and a perception of punishment both lowered the piracy rate. Logic would
hold that informing the public of the legal actions being taken and the punishments given
would raise these perceptions and lower the piracy rate. To do this I recommend the
government develop educational ads and other materials promoting the law and the
punishments that are associated with being convicted of the crime. This advertising
campaign should target all those involved in illegal file-sharing, especially the technology
savvy college students.
5.1.2 Government Intervention: Enforcement
This section provides recommendations for combating illegal file-sharing through
law enforcement methods. Remember, previously the author discussed several laws
which make file-sharing illegal including the various copy right laws, the DMCA, and the
Net Act. Additionally, the Department of Justice has several pending cases against
file-
sharers and has conducted several operations against file-sharing groups. This section
includes recommendations on how to increase public knowledge of these laws and
actions.
Recall we discussed that the higher the perception ofbeing caught the lower the
piracy rate. From this survey finding we can make several recommendations. The first
recommendation would be for the government to increase copy right enforcement and to
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actively arrest and prosecute illegal file-sharers in larger numbers and in a high profile
nature. This would in turn inform the public that this is an illegal activity and that you
will be caught. Another recommendation would be to legalize more methods of digital
surveillance for the government to use so file-sharers could be caught quicker and more
frequently. This would lead to a higher perception ofbeing caught.
Also recall that the survey found those who have a higher perception of severity
ofpunishment pirate less. While some enforcement regulations mentioned previously
would also apply here, the author developed specific recommendations addressing this
issue. The first recommendation calls for harsher punishments including jail or prison
sentences and higher fines to be written into the laws. This would increase the perception
of severe punishment. Second, harsher punishments should be given to those who are
convicted of file-sharing, as most of those previously convicted have received fines as
punishment. By increasing the punishments handed out file-sharers will have a greater
perception of the severity ofpunishment and the piracy rate will decrease.
5.1.3 Government Intervention: Technology
This section provides recommendations for combating illegal file-sharing through
technology. Recall earlier in the thesis we discussed that the majority of development in
P2P prevention technologies was being conducted in the private sector. However, there
are other areas in which technology development should be done by the government to
combat illegal file-sharing. To respond to the findings in this study, the government could
develop technologies which make tracking, monitoring, and apprehending file-sharers
easier. This would increase the perception ofbeing caught as file-sharers would be easier
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to capture. Additionally, from the AHP findings, the author recommends the government
invest in the Procera product to fulfill its file-sharing prevention needs.
5.2 Private Industry Intervention
As we have discussed, private industry has taken the lead in combating illegal
file-sharing through enforcement, technology development, and education. While this is
not the focus of the thesis, the author has developed several recommendations to help
private industry combat illegal file-sharing without government intervention.
The first recommendation addresses the finding that students do not read software
licenses and we can assume they don't read licenses with other products as well. These
licenses are often a few pages long and written in what has been referred as "legalese",
making it difficult to understand. The author recommends that the companies make them
easier to understand so the purchaser clearly understands what they are legally able to do
with the software.
The second recommendation requires private industry to change their advertising
campaigns from discussing who is hurt by piracy to what happens if you are caught
pirating. Information in this advertisement should include how many file-sharers have
been caught to date, and what the harshest punishments have been. This would
simultaneously increase the perceptions ofbeing caught and the perceptions of severity of
punishment. The ads could additionally be specifically targeted toward male file-sharers
since they make up the majority of file-sharers.
The final recommendation the author proposes would be for private industry to
provide rewards for those who turn in major file-sharers. Several software companies,
and the BSA, already do this for those who turn in companies who pirate software. This
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would increase the perception ofbeing caught by providing incentives for anybody to
turn in file-sharers.
5.3 Academia Intervention
This section details possible policy responses to illegal file-sharing by academia.
Again, while academia intervention is not the focus of this study, the majority of
file-
sharers are currently in academic settings such as universities.
This study found that computer ethics education on a whole is ineffective in
lowering the piracy rates. This may be due to students being predisposed to the behavior,
or to ineffectual computer ethics curriculum. Universities have an obligation to produce
ethical graduates and should have a role in combating illegal file-sharing. Due to the
current ineffectual computer ethics curriculum, universities should begin to explore new
ways and methods to teach computer ethics to their students.
5.4 Policy Recommendations Conclusion
Ideally, the government, private industry, and academia should work together to
combat illegal file-sharing. The effort should be coordinated and focus on raising the
perceptions ofbeing caught and the severity ofpunishment. The government would
increase enforcement activities and make laws tougher, private industrywould continue
filing lawsuits and increase awareness ofproperty rights awareness, and academia would
develop integrated computer ethics curriculum discussing why file-sharing is illegal and
the punishments if caught. By repeating these steps, the overall attitude that file-sharing
is acceptable may slowly change, and if the findings from this survey are correct, the
piracy rate would also
decrease.
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6.0 Conclusion and Limitations
This thesis has shown that illegal file-sharing is a prominent activity conducted at
RIT through the use of descriptive statistics and hypothesis testing. The finding have
shown that computer ethics training, a perception of severe punishment, a perception of a
high likelihood ofbeing caught, and parental supervision while using a computer as a
child do not negatively affect the music, movie and software file-sharing rates. The thesis
has discussed that not enough is being done to decrease the piracy as the respondents to
the survey do not appear likely to stop pirating in the near future. Additionally, the thesis
has described that the private sector has shown the most advancement in combating
illegal file-sharing through technology development and copyright enforcement while the
government has done little to enforce the laws that in place to protect copyrighted
materials.
The thesis concludes that there is much more that the government can do to
combat illegal file-sharing in the areas of education, technology development and
procurement, and enforcement. A plan that takes into account each of these three areas
needs to be established to fully combat illegal file-sharing. The author suggests that a
plan including an educational advertising campaign, grant funding for future research and
technology analysis, and funding for computer crime training be implemented to properly
combat illegal file-sharing. The study has shown that file-sharing is a strongly rooted
activity on college campuses
and something needs to be done to solve the problem. While
the study accurately
reflects the demographics at RIT, there are some limitations to the
findings discussed in this thesis.
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The primary limitation to this study is that it was conducted at a technologically
oriented university. This provides a disproportionate number of technologically savvy
individuals who may be more likely to pirate than non-sawy individuals. Additionally
there were a large number ofmales in the study, which may have tainted our ability to
generalize the findings. It has been shown in previous studies, and this one, that males are
more likely to participate in illegal behaviors than their female peers. The final limitation
is that the author was unable to test the P2P products and therefore had to use his
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Section A: Computer TJse
1 . Please indicate the total number of computer devices that you own or have primary control
of including desktops, laptops, and PDAs (e.g., Palms).
(Write number in box)
2. When you were growing up, did you have a computer in your house?
(Circle answer)
A. YES
B. NO (Go onto Question #3)
2a. IfYES, were you the primary
user of the computer in your
house? (Circle YES orNO)
A. YES B. NO
3 . At approximately what age did you start working on computers? years old.






F. Other (please specify) (4a)
5. While you were learning about computers what types of activities were you doing primarily?
(Circle all that apply)
A. Playing computer games
B. Email
C. Web browsing
D. Downloading music or other types of files
E. Word processing
F. Programming
G. Other (please specify) (5a)
6. How much supervision ofyour computer activities did your parents provide as you were
growing up? (Circle one number on scale below)
0 1 2 3 4
No Little Some A lot of Extensive




7. Ifyour parents provided some level of supervision of your computer activities, please














9. During the last year what computer operating system have you used the most frequently?





E. Other (please specify) (9a)_
F. NOT SURE
10. During the last year, please estimate the number of times, AND the average number of
hours you spent per week, using computers for each of the following activities:
(Write answer in boxes below)
Computer Activity: Times per week Hours per week
School/academics 10a 10b
Work/employment 10c lOd
Computer gaming lOe lOf
Online gambling lOg lOh
Online shopping lOi 10.1
Financial management 10k 101
Looking at pornography 10m lOn




Section B: Knowledge and Use ofComputer Security Techniques
1 1 . For computers that you own or have primary control of, please indicate which of the
following computer security techniques you use.
(Check one boxfor each technique)
Computer Security Technique: YES- I do/use NO- 1 do not do/use NOT SURE
11a. Antivirus software
1 lb. Personal firewall
1 lc. Restrict Internet browser/cookie settings
lid. Avoid opening unsolicited email
attachments
lie. Changing software manufacturer defaults
12. For computers that you own or have primary control of, how often do you:
(Check one box in the tablefor each method listed)












12a. Update virus definitions
12b. Change passwords
12c. Update security patches
12d. Backup data










is composed of random alphabetical,
numerical and special characters that do not form any coherent words,
along with being upper/lower case sensitive and at least eight characters
long. For example, ro9Ux~!bN3 would be a strong password.
14. How do you keep track of your password(s)? (Circle the methodyou use theMOST)
A. Write it/them down on paper in an easily accessible location
B. Write it/them down on paper and keep in a secret/secure location
C. Memorize
D. Store on a computer device
E . Other (please explain) : ( 14a)
1 5 . Have you ever shared your password with someone else?
A. YES
B. NO
15a. IfYES, did you change it the next time you logged on or
soon afterward?
A. YES B. NO
16. On scale below, please circle your ability to protect your computer data/information.

















17. People periodically upgrade their computer equipment for a variety of reasons.
Within the last year, have you purchased equipment or services in order to








boxes 18k - 18n below
as appropriate
IfYES, please check all sourcesfrom whom
you received
education or training in computer
securityAND/OR ethics

















rey friends or associates
19. When you install software, how familiar do you become with the licensing agreement or
terms of use?
0 1 2 3 4
Not Somewhat Familiar Quite Very
Familiar Familiar Familiar Familiar
20. How familiar are you with RIT's Code ofConductfor Computer andNetwork Use?
() 1 : ;
-
! t\
Not Somewhat Familiar Quite Very
Familiar Fainiliar Familiar Famuliar
2 1 . Please circle the level ofyour compliance with RIT's Code ofConductfor Computer and























Section C: Computer Victimization
22. In the table boxes below, please CHECK to indicate how many times, if at all, during the last
year you have personally experienced EACH of the types of computer incidents listed.
Type ofComputer Incident:





downloaded a virus or worm.
22b. You were denied computer
access or service because of
someone's malicious computer
conduct.
22c. Someone used a computer to
harass or embarrass you.






22f. Someone used a computer to
stalk you
22g. Someone stole your
computer or other electronic
device
22h. Someone used personal
information about you in order to
pretend they were you
22i. Someone used a computer to
defraud or cause you financial
loss
22j. You were victimized via a
computer in some other way not
listed (see 23 below)
I
23. Ifyou were victimized by way of a computer in some other way not listed in the table above,
please explain what happened:








D. Other person (please specify): (24b)
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25. Which of the following types of harms have you personally experienced as the result of any
of the incidents listed on the previous table (i.e., Questions 19a-19j)?
(Check all that apply)
L
25a. Loss of computer data/information
25b. Loss of computer services
25c. Loss ofmoney
25d. Loss of other property
25d. Loss ofprivacy
25e. Loss of time
25f. Loss of credit card number(s)
25g. Loss of emotional well-being (emotional harm)
26. If you were the victim of theft or another type ofproperty loss, what is your estimate of
the total dollar loss you incurred?
$
27. If you indicated that you experienced any of the incidents listed in Question 19a-19j
on the previous page, did you report the incident(s)?
A. YES
B. NO
27a. IfYES, to whom did you report the incident(s)? (Circle all
that apply and skip to 28)
A. Parent
B. Supervisor
C. System administrator or lab assistant
D. RIT Information Technology Services (ITS)
E. RIT Information Security Office/officer
F. RIT Campus safety/security officer
G. Police/law enforcement
H. Credit Card Company
I. Other (please specify) (27b)
28. IfNO, why didn't you report the incident(s)? (Circle all that apply)
A. Someone else called
B. Did not have the time
C. Did not know exactly where or how to report it
D. The incident was too minor, not worth it
E. Fear of retaliation
F. Believe no one would do anything about it
G. Believe offender(s) would not be caught
H. Believe court system would not punish the offender
I. Other (please explain) (28a)
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29. How concerned are you about becoming a victim by way of a computer?
0 1 2 3 4
Not Somewhat Concerned Quite Very
Concerned Concerned Concerned Concerned
30. How concerned are most people you know about becoming a victim via a computer?
,
0 I 2 3 4
Not Somewhat Concerned Quite Very
Concerned Concerned Concerned Concerned
3 1 . During the last year, do you think incidents of computer victimization have
Decreased Decreased Stayed about Increased Increased
a lot somewhat the same somewhat a lot
Section D: RIT Computer Security Program Services
32. While at RIT, did you seek information or help in order to avoid being victimized by way
of a computer?
A. NO
B. YES (IfYES, please indicate source of help):
(32a)









34. How much would you be willing to pay per month for a file-sharing service that allowed







34a. How much would you be willing to pay to
legally download a single song?
(Write dollar amount here)
-94
Section E: Personal Relationships, Expectations, and General Computer Ethics
Instructions: In the table below, please check the appropriate box to indicate the extent to





0 1 2 3 4
35. I feel lonely with my family.
36. My family is not interested in my problems.
37. My parents think I need help.
38. My parents think I'm a bad kid.
39. My parents think I'm messed up.
40. My parents think I break rules.
41. My parents think I get into trouble.
42. My parents think I do things against the law.
43. I'm not asked to take part in college
activities as much as I would like.
44. 1 don't feel that I fit in very well with my friends
45. 1 often feel that nobody in college cares about
me
46. My friends don't take much interest in my
problems
47. Sometimes I feel lonely when I am with my
friends.
48 I would rather chat online than in-person.
49. Computers help me to feel in control.
50. I enjoy experimenting with others on computers.
51. I enjoy exploring with others on computers.






0 1 2 3 4
53. Despite wanting to complete my college
degree, I'm concerned I will not do so.
54. I will get the kind ofjob I want after finishing
college.
55. Ifpeople don't want me to get access to
their computer or computer systems, they
should have better computer security.
56. I should be able to look at any computer
information that the government, a school,
a business, or individual has on me even if
they do not give me access to it.
57. I would never turn in a friend who used,
made or gave another person a
"pirated"
copy of software.
58. I would never turn in a friend who accessed
another's computer account or files without
the owner's knowledge or permission.
59. It is OK for me to pirate commercial
software because it costs too much for
me to buy.
60. It is OK for me to illegally download music or
movie files because CDs cost too much for
me to buy.
61. Computer technology makes it easy to
break the law.
62. Because it is against the law, I would never
do anything illegal using a computer.
63. Computer-related laws are intended primarily
to protect the rich or powerful.
64. Technology innovation depends on free and
unlimited access to information.
65. Ethical use of computers is important
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Section F: Attitudes About Specific Use of Computers
Instructions: In the table below, please check the appropriate box to indicate how wrong is it





0 1 2 3 4
66. Unauthorized music file-sharing.
67. Unauthorized movie file-sharing.
68. Unauthorized software file-sharing.
69. Obtain or possess someone's credit card
number without their knowledge or permission.
70. Use someone's credit card numberwithout their
knowledge or permission
71. Commit plagiarism (present someone else's thoughts,
research or writing as your own)
72. Copy computer code to use as your own in school
assignments.
73. Buy papers to use as your own in school
assignments.
74. Use a computer or other electronic device to cheat on
school assignments.
75. Use a computer or other electronic device to cheat on
exams.
76. Email spamming (i.e., sending out large volumes of
unsolicited email).
77. Publicly disclose computer security
flaws/vulnerabilities.
78. Disrupt/deny computer services.
79. Write and release computer viruses.
80. Guess password to gain unauthorized access to a
computer or computer system.
81. Give out someone else's password without their
knowledge or permission.
82. Gain unauthorized access solely for the purpose of
looking at data/files.
83. Gain unauthorized access solely for the purpose of
changing information.
84. Online harassment (e.g., use computers to
embarrass, harass or pick-on people).
85. Online threats (i.e., using a computer to threaten
someone).
Section G: Perceptions of Computer Use by Your Friends
97-
Instructions: In the table below, please CHECK UNSURE OR WRITE IN THE PERCENT of
yourfriends who you think engage in each of thefollowing activities:
Check here if
UNSURE
OR write 0-100percent here
1
86. Unauthorized music file-sharing. 1
1
%
87. Unauthorized movie file-sharing. %
88. Unauthorized software file-sharing. %
89. Obtain or possess someone's credit card
number without their knowledge or permission. %
90. Use someone's credit card number without their
knowledge or permission %
91. Commit plagiarism (present someone else's
thoughts, research or writing as your own)
%
92. Copy computer code to use as your own in
school assignments.
%
93. Buy papers to use as your own in school
assignments.
%
94. Use a computer or other electronic device to
cheat on school assignments.
%
95. Use a computer or other electronic device to
cheat on exams.
%
96. Email spamming (i.e., sending out large
volumes of unsolicited email).
%
97. Publicly disclose computer security
flaws/vulnerabilities. %
98. Disrupt/deny computer services.
%
99. Write and release computer viruses.
%
100. Guess password to gain unauthorized access
to a computer or computer system.
%
101. Give out someone else's password without
their knowledge or permission. %
102. Gain unauthorized access solely for the
purpose of looking at data/files.
%
103. Gain unauthorized access solely for the
purpose of changing information.
%
104. Online harassment (e.g., use computers to
embarrass, harass or pick-on people).
%




Section H: Self-reported Computer Behavior
Instructions: In the table below, please check NEVER. OR write-i
WITHIN THE LAST YEAR you engaged in each of the activities
IF vou upgraded vour technology in order to do the activity better














107. Unauthorized movie file-sharing.
(107a)
108. Unauthorized software file-sharing.
(108a)
109. Obtained or possessed someone's credit card
number without their knowledge or permission. (109a)
110. Use someone's credit card number without their
knowledge or permission (110a)
111. Plagiarism (presenting someone else's thoughts,
research or writing as your own) (Ilia)
112. Copied computer code to use as your own in school
assignments. (112a)
113. Purchased papers to use as your own in school
assignments. (113a)
114. Used a computer or other electronic device to cheat
on school assignments. (114a)
115. Use a computer or other electronic device to cheat
on exams. (115a)
116. Spamming (i.e., sending out large volumes of e-mail
that was not solicited). (116a)
117. Publicly disclosed computer security
flaws/vulnerabilities (117a)
118. Disrupted or denied computer services.
(118a)
119. Wrote and released computer viruses.
(119a)
120. Guessed a password to gain unauthorized access to
a computer or computer system. (120a)
121. Gave out someone else's password without their
knowledge or permission. (121a)
122. Gained unauthorized access solely for the purpose of
looking at data/files. (122a)
123. Gained unauthorized access solely for the purpose
of changing information. (123a)
124. Online harassment (e.g., use computers to
embarrass, harass or pick-on people). (124a)
125. Online threats (i.e., used a computer to threaten
someone). (125a)
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Section I: Likelihood ofBeing Discovered and Punished
Instructions: For each ofthe following activities listed below, please CHECKA BOX to
indicate how likelv it is that vou would be discovered by authorities (e.g., police/law





0 1 2 3 4
126. Send spam e-mail
127. Guess passwords, give out passwords, or
gain unauthorized access in order to look at
or change data/files.
128. Disclose computer security flaws or
vulnerabilities
129. Share music files, movie files, or software
files
130. Commit plagiarism, copy computer code,
purchase assignments or cheat on
assignments or exams.
131. Possess or use someone's credit card
number without their permission.
132. Disrupt computer services or write/spread
viruses.
133. Harass or threaten someone online.
Instructions: Please CHECKA BOX in the table below to indicate the level ofpunishment or
sanction thatyou would expect to receive ifyou were discovered doing each of thefollowing
activities:
No -m\ ? Severe
Punishment Punishment
0 1 2 3 4
134. Sending spam e-mail
135. Guessing passwords, give out passwords, or
gain unauthorized access in order to look at
or change data/files.
136. Disclosing computer security flaws or
vulnerabilities
137. Share music files, movie files, or software
files
138. Committing plagiarism, copy computer code,
purchase assignments or cheat on
assignments or exams.
139. Possessing or using someone's credit card
number without their permission.
140. Disrupting computer services or
writing/spreading viruses.
141. Harassing or threatening someone online.
Instructions: In each of the tables below, please CHECK the boxes to indicate how each type





(i.e., shun or disrespectyou) to "complete
approval"
(Le.,
encourageyou to do it again).







0 1 2 3 4
142a. Parents
142b. Other family members
142c. Respected adults (not parents or family)
142d. Friends/peers
143. Used a computer to guess passwords, give out passwords, or gain unauthorized access to





0 1 2 3 4
143a. Parents
143b. Other family members
143c. Respected adults (not parents or family)
143d. Friends/peers





0 1 2 3 4
144a. Parents
144b. Other family members
144c. Respected adults (not parents or family)
144d. Friends/peers







0 1 2 3 4
145a. Parents
145b. Other family members
145c. Respected adults (not parents or family)
145d. Friends/peers
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146. Used a computer to commit plagiarism, copy computer code, purchase assignments or









146b. Other family members
146c. Respected adults (not parents or family)
146d. Friends/peers





0 1 2 3 4
147a. Parents
147b. Other family members
147c. Respected adults (not parents or family)
147d. Friends/peers







0 1 2 3 4
148a. Parents
148b. Other family members
148c. Respected adults (not parents or family)
148d. Friends/peers





0 1 2 3 4
149a. Parents
149b. Other family members
149c. Respected adults (not parents or family)
149d. Friends/peers
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Section J: Reasons for Engaging in Computer Behavior
150. Have you ever used a computer or other electronic device to do any of the activities above?
A. NO (IfNO, skip to Question 155, Section K on Page 19)
B. UNSURE (IfUNSURE, skip to Question 155, Section K on Page 19)
C. YES
1
150a. IfYES, what was the activity?
150b. Did the activity require you to manipulate, fool or "socially
engineer"
people into
doing something that you wanted them to do?
A. YES
B. NO
151. Who was the intended target of your activity?
A. Business/corporation
B . Government agency
C. Educational institution
D. Individual
150c. IfYES, explain how was this
accomplished?





152. Why did you do it? (Circle all that apply)
A. Out of curiosity
B. For excitement or thrills
C. Sense of duty or obligation
D. For recognition
E. To exert control or feel powerful
F. For monetary gam
G. For revenge
H. Other (please specify)( 152a)










154. What action, if any, was taken against you? (Please circle all that apply)
A. No punishment
B. Fail class






I. Other (please specify):
( 1 54a)
Section K: Policy Issues
155. In the table below, please CHECK which IF ANY types of students should be required to


























157. To what extent should government require hardware and software companies to provide








158. Please indicate the level that you support, approve, or participate in activities of the Open
Source Community. Note: IfNOT SURE, check this box instead
?
0 12 3 4
None A little Some Considerable Extensive
Section L: Additional Information for Comparison Purposes
159. Gender: Male Female





E. 60 or older






F. Other (please specify) (161a)











J. Other (please specify): (162a)
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163. What is your college? (Circle letter ofyour college below)
A. Applied Science and Technology (CAST)
B. Business (COB)
C. Computing and Information Sciences (GCCIS)
D. Engineering
E. Imaging Arts & Sciences
F. Liberal Arts
G. National Technical Institute for the Deaf (NTID)
H. Science




165. In an emergency, how much money (cash, loans, or via credit cards, etc.) could you







Thank you for taking the surveyI
Please drop it in the box provided as you exit the classroom, andMAKE
SURE THAT YOUR NAME OR OTHER INFORMATION ABOUT YOU
ISNOT WRITTEN ON THE SURVEYl
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Appendix C: College Gender Attitude Analysis
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Behavior Music Movie Software
N X N X N X
CAST
Female 25 1.80 25 1.92 25 2.08
Male 90 1.22 90 1.38 90 1.58
COB
Female 23 1.30 23 1.39 23 1.39
Male
r
41 1 54 42 1.67 42
GCCIS
Female 16 2.25 16 2.31 16
Male 184 1.43 184 1.53 184 1.70
ENG
Female 18 18 18
Male 92 1.05 92 1.16 92 1.16
IAS
Female 63 63 63 1.57
Male 63 1.13 63 1.35 63 1.13
LA
Female 35 35 35 1.97
Male 34 1.21 34 1.29 34 1.53
NTID
Female 11 2.18 11 2.18 11 2.09
Male 5 2.80 5 3.00 5 3.40
SCI
Female 47 1.43 47 1.49 47 1.57
Male 39 1.10 39 1.21 39 1.21
1 08
Appendix D: Hypothesis 2 Gender, College, and College Gender
Analysis
109-





0.34 0.015 2.444Female 157
Movie
Male 347 1.25
0.71 0.000 7.123Female 170 n ?d
Software
Male 356 1.07
0.59 0.000 6.897Female 172
Chan D.LLikeltt ood ofdiscover) Gender Analysis
Behavior: M jsic Movie Software
N X N X N X
CAST 62 1.79 75 1.13 78 0.90
COB 38 1.84 44 43 0.49
GCCIS 109 1.62 126 1.28 128 1.15
ENG 48 63 67
IAS 70 1.76 82 0.80 85 0.76
LA 42 BeeH 48 0.79 48 0.73
NTID 11 0.64 11 0.18 11 0.27
SCI 59 1.68 63 0.83 63 0.60
Totals: 439 1.71 512 1.02 523 0.88
Chan D.2: Likelihood of discover, College Anahsi:
Behavior: Music Movie Software
N X N X N X
CAST
Female 16 1.69 18 0.61 19 0.42
Male 46 1.83 57 1.30 59 1.05
COB
Female 15 17 0.47 17 0.35
Male 22 1.91 26 0.77 25 0.60
GCCIS
Female 12 0.75 12 11 0.55
Male 97 1.73 114 1.36 117 1.21
ENG
Female 11 15 0.67 15 0.53
Male 37 2.30 48 1.67 52 1.38
IAS
Female 35 39 0.54 41 0.68
Male 35 1.80 43 1.05 44 0.84
LA
Female 23 1.13 24 24
Male 19 1.89 24 1.13 24 1.00
NTID
Female 6 0.83 6 0.17 6 0.33
Male 5 0.40 5 0.20 5 0.20
SCI
Female 36 36 0.64 36 0.39
Male 22 1.73 26 1.08 26 0.88
Chart D.3: Likelihood of Discover} Colleee and Gender Analysis
Appendix E: Hypothesis 3 Gender, College, and College Gender
Analysis
112-





0.37 0.006 2.747Female 172
Movie
Male 387 1.25
0.73 0.000 7.639Female 187 0.51
Software
Male 398 1.05
0.60 0.000 7.329Female 190
Chart ELI: Se\eri > of Pun shment Gender Analysis
Behavior: M usic Movie Software
N X N X N X
CAST 63 1.48 76 0.95 80 0.69
COB 44 50 0.70 50 0.62
GCCIS 130 1.72 151 154
ENG 53 1.75 69 1.28 71 1.07
IAS 75 1.56 87 0.82 91 0.77
LA 45 1.62 55 0.95 55 0.82
NTID 13 0.23 13 0.08 13 0.15
SCI 60 1.62 66 0.80 67
Totals: 483 1.61 567 1.01 581 0.85
Chart E.2: Severit) of Punishment Colleee Analysis
113
Behavior: Music Movie Software
N X N X N X
CAST
Female 18 20 0,50 21 0.33
Male 45
n
1.49 56 1.11 59 0.81
COB
Female 18 20 20 0.40
Male 25 1.84 29 0.93 29 0.79
GCCIS
Female 13 0.69 14 0.57 14 0.50
Male 117 1.83 137 1.40 140 1.22
ENG
Female 11 15 15
Male 42 1.90 54 1.46 56 1.25
IAS
Female 41 1.68 44 46
Male 34 43 1.02 45 0.84
LA
Female 23 26 0.50 26 0.54
Male 22 2.14 29 1.34 29 1.07
NTID
Female 8 0.13 8 0.00 8 0.13
Male 5 0.40 5 0.20 5 0.20
SCI
Female 37 1.51 37 U.o4 37 0.27
Male 23 1.78 29 1.14 30 0.97
Chart E.3: Severity of Punishment College and Gender Analysis
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Appendix F: Hypothesis 4 Gender, College, and College Gender
Analysis
115





0.46 0.001 3.320Female 146
Movie
Male 354 1.27
0.74 0.000 7.211Female 157 0.54
Software
Male 365 1.09
0.63 0.000 7.061Female 157
Chart F. 1 : Parental Supen ision Gender Analysis
Behavior: Mijsic Movie Software
N X N X N X
CAST 54 1.72 64 1.11 68 0.85
COB 33 42 0.71 41 0.54
GCCIS 113 1.85 134 1.38 136 1.26
ENG 51 1.90 68 1.26 72 1.10
IAS 73 1.68 82 0.84 83 0.76
LA 40 47 0.79 47 0.68
NTID 7 0.43 7 0.00 7 0.00
SCI 56 1.70 62 0.85 63 0.63
Totals: 427 1.75 506 1.05 517 0.90
Chart F.2: Parental Supervision College Analysis
16
Behavior: Music Movie Software
N X N X N X
CAST
Female 12 wntmVM 14 15 0.33
Male 42 1.79 50 1.30 53 1.00
COB
Female 12 1.92 15 0.40 15 0.33
Male 21 2.19 27 0.89 26 0.65
GCCIS
Female 12 12 11
Male 101 1.99 122 1.46 125 1.33
ENG
Female 7 PVEJHj 11 10 0.50
Male 44 1.95 57 1.33 62 1.19
IAS
Female 36 37 BHFM 38 MEM
Male 37 1.78 45 1.09 45 0.82
LA
Female 23 DB 24 0.33 24 0.46
Male 17 2.12 23 1.26 23 0.91
NTID
Female 4 0.25 4 0.00 4 0.00
Male 3 0.67 3 0.00 3 0.00
SCI
Female 37 1.73 37 0.68 37 0.38
Male 18 24 1.13 25 1.00
Chart F.3: Parent: 1 Supervision College and Ge ider Analysis
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